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CVE CVE-2013-4365
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-17 23:55:00 UTC
Updated 2023-11-07 02:16:00 UTC
Description Heap-based buffer overflow in the fcgid_header_bucket_read function in fcgid_bucket.c in the mod_fcgid module before 2.¢
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server All All All All
Application Apache Http Server All All All All
Application Apache Mod Fcgid All All All All
Application Apache Mod Fcgid All All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 6.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.3 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.3 All All All
Application Suse Cloud 1.0 All All All
Application Suse Cloud 2.0 All All All
Application Suse Cloud 1.0 All All All
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[Apache-SVN] Revision 1527362

[ANNOUNCE] mod_fcgid 2.3.9 released

openSUSE-SU-2013:1664-1: moderate: update for apache2-mod_fcgid

openSUSE-SU-2013:1613-1: moderate: This update fixes a heap overflow in
[ANNOUNCE] mod_fcgid 2.3.9 released

Debian -- Security Information -- DSA-2778-1 libapache2-mod-fcgid
[security-announce] SUSE-SU-2013:1667-1: important: Security update for

openSUSE-SU-2013:1609-1: moderate: update for apache2-mod_fcgid

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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