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Summary

CVE CVE-2013-4372

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-30 21:55:00 UTC

Updated 2023-02-13 04:46:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Fuse Management Console in Red Hat JBoss Fuse 6.0.0 before patch 3 and JBoss A-MQ 6.0.0 before patch 3 allow remote attackers to inject arbitrary web script or HTML via the (1) user field in the create user page or (2) profile version to the create profile page.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss A-mq 6.0.0 All All All

Application Redhat Jboss A-mq 6.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

References

Reference Source Link

Free Red Hat Product Downloads | Red Hat Developer MISC fusesource.com

FMC-495 FMC susceptible to cross site scripting issues · jboss-fuse/fuse@e280cb3 · GitHub CONFIRM github.com

[FMC-495] FMC susceptible to cross site scripting issues - Red Hat Issue Tracker CONFIRM fusesource.com

JBoss Fuse Management Console CVE-2013-4372 Multiple HTML Injection Vulnerabilities BID www.securityfocus.com

Free Red Hat Product Downloads | Red Hat Developer CONFIRM fusesource.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Red Hat Customer Portal REDHAT rhn.redhat.com

1011736 – (CVE-2013-4372) CVE-2013-4372 Fuse Management Console: Stored cross-site scripting (XSS) CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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