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Summary

CVE CVE-2013-4396

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-10 10:55:00 UTC

Updated 2016-11-28 19:09:00 UTC

Description Use-after-free vulnerability in the doImageText function in dix/dixfonts.c in the xorg-server module before 1.14.4 in X.Org X11 allows remote authenticated users to cause a denial of service (daemon crash) or possibly execute arbitrary code via a crafted ImageText request that triggers memory-allocation failure.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X X.org X11 6.0 All All All

Application X X.org X11 6.1 All All All

Application X X.org X11 6.3 All All All

Application X X.org X11 6.4 All All All

Application X X.org X11 6.5.1 All All All

Application X X.org X11 6.6 All All All

Application X X.org X11 6.7 All All All

Application X X.org X11 6.8 All All All

Application X X.org X11 6.8.1 All All All

Application X X.org X11 6.8.2 All All All

Application X X.org X11 6.9.0 All All All

Application X X.org X11 7.0 All All All

Application X X.org X11 7.1 All All All

Application X X.org X11 7.2 All All All

Application X X.org X11 7.3 All All All

Application X X.org X11 7.4 All All All

Application X X.org X11 7.5 All All All
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Application X X.org X11 7.5 All All All

Application X X.org X11 7.5 rc1 All All

Application X X.org X11 7.6 All All All

Application X X.org X11 7.6 rc1 All All

Application X X.org X11 7.7 All All All

Application X X.org X11 7.7 rc1 All All

Application X X.org X11 6.0 All All All

Application X X.org X11 6.1 All All All

Application X X.org X11 6.3 All All All

Application X X.org X11 6.4 All All All

Application X X.org X11 6.5.1 All All All

Application X X.org X11 6.6 All All All

Application X X.org X11 6.7 All All All

Application X X.org X11 6.8 All All All

Application X X.org X11 6.8.1 All All All

Application X X.org X11 6.8.2 All All All

Application X X.org X11 6.9.0 All All All

Application X X.org X11 7.0 All All All

Application X X.org X11 7.1 All All All

Application X X.org X11 7.2 All All All

Application X X.org X11 7.3 All All All

Application X X.org X11 7.4 All All All

Application X X.org X11 7.5 All All All

Application X X.org X11 7.5 rc1 All All

Application X X.org X11 7.6 All All All

Application X X.org X11 7.6 rc1 All All

Application X X.org X11 7.7 All All All

Application X X.org X11 7.7 rc1 All All
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Red Hat Customer Portal REDHAT rhn.redhat.com

1014561 – (CVE-2013-4396) CVE-2013-4396 xorg-x11-server: use-after-free flaw when handling ImageText requests CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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