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AVUACLAUNC CILC/AC Certain versions of Libvirt from Redhat contain the following
’ vulnerability:

virt-login-shell in libvirt 1.1.2 through 1.1.3 allows local users to
overwrite arbitrary files and possibly gain privileges via unspecified
environment variables or command-line arguments.

CVE-2013-4400 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
libvirt.org Git - @ MISC libvirt.org/git/?
libvirt.git/commit p=libvirt.git%3Ba=commit%3Bh=3e2f27e13b94{7302ad948bcacb5e02c859a25fc
libvirt.org Git - [ Patch | & MISC libvirt.org/git/?
libvirt.git/commit p=libvirt.git%3Ba=commit%3Bh=8c3586ea755c40d5e01b22cb7b5c1e668cdec994
[SECURITY] Fedora 20 ¥/ FEDORA FEDORA-2013-20869
Update: libvirt-1.1.3.1- [ text/htm! |
1.fc20
libvirt.org Git - & MISC libvirt.org/git/?
libvirt.git/commit p=libvirt.git%3Ba=commit%3Bh=b7fcc799ad5d8f3e55b89b94€599903e3c092467
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http://lists.fedoraproject.org/pipermail/package-announce/2013-November/121370.html
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1015228 — (CVE-2013- m 7y CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1015228
4400) CVE-2013-4400

libvirt: virt-login-shell

arbitrary file overwrites

vulnerability

Gentoo Linux B3 GENTOO GLSA-201412-04
Documentation -- libvirt:

Multiple vulnerabilities

libvirt: Wiki: Maintenance ® CONFIRM wiki.libvirt.org/page/Maintenance_Releases
Releases
Security Advisory Y{ SECUNIA 60895

SA60895 - Gentoo update
for libvirt - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Libvirt 1.1.2 All All All
Application Redhat Libvirt 1.1.3 All All All
Application Redhat Libvirt 1.1.2 All All All
Application Redhat Libvirt 1.1.3 All All All

cpe:2.3:a:redhat:libvirt:1.1.2:% "

cpe:2.3:airedhat:libvirt:1.1.3:"

cpe:2.3:arredhat:libvirt:1.1.2:*

cpe:2.3:a:redhat:libvirt:1.1.3:* "

No vendor comments have been submitted for this CVE
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