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Summary

CVE CVE-2013-4408

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-10 06:14:00 UTC

Updated 2023-02-13 04:46:00 UTC

Description Heap-based buffer overflow in the dcerpc_read_ncacn_packet_done function in librpc/rpc/dcerpc_util.c in winbindd in Samba 3.x before 3.6.22, 4.0.x before 4.0.13, and 4.1.x before 4.1.3 allows remote AD domain controllers to execute arbitrary code via an invalid fragment length in a DCE-RPC packet.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba 3.0.0 All All All

Application Samba Samba 3.0.1 All All All

Application Samba Samba 3.0.10 All All All

Application Samba Samba 3.0.11 All All All

Application Samba Samba 3.0.12 All All All

Application Samba Samba 3.0.13 All All All

Application Samba Samba 3.0.14 All All All

Application Samba Samba 3.0.14 a All All

Application Samba Samba 3.0.14a All All All

Application Samba Samba 3.0.15 All All All

Application Samba Samba 3.0.16 All All All

Application Samba Samba 3.0.17 All All All

Application Samba Samba 3.0.18 All All All

Application Samba Samba 3.0.19 All All All

Application Samba Samba 3.0.2 All All All

Application Samba Samba 3.0.2 a All All

Application Samba Samba 3.0.20 All All All
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Application Samba Samba 3.0.20 All All All

Application Samba Samba 3.0.20 a All All

Application Samba Samba 3.0.20 b All All

Application Samba Samba 3.0.20a All All All

Application Samba Samba 3.0.20b All All All

Application Samba Samba 3.0.21 All All All

Application Samba Samba 3.0.21 a All All

Application Samba Samba 3.0.21 b All All

Application Samba Samba 3.0.21 c All All

Application Samba Samba 3.0.21a All All All

Application Samba Samba 3.0.21b All All All

Application Samba Samba 3.0.21c All All All

Application Samba Samba 3.0.22 All All All

Application Samba Samba 3.0.23 All All All

Application Samba Samba 3.0.23 a All All

Application Samba Samba 3.0.23 b All All

Application Samba Samba 3.0.23 c All All

Application Samba Samba 3.0.23 d All All

Application Samba Samba 3.0.23a All All All

Application Samba Samba 3.0.23b All All All

Application Samba Samba 3.0.23c All All All

Application Samba Samba 3.0.23d All All All

Application Samba Samba 3.0.24 All All All

Application Samba Samba 3.0.25 All All All

Application Samba Samba 3.0.25 a All All

Application Samba Samba 3.0.25 b All All

Application Samba Samba 3.0.25 c All All

Application Samba Samba 3.0.25 pre1 All All

Application Samba Samba 3.0.25 pre2 All All

Application Samba Samba 3.0.25 rc1 All All

Application Samba Samba 3.0.25 rc2 All All

Application Samba Samba 3.0.25 rc3 All All

Application Samba Samba 3.0.25a All All All

Application Samba Samba 3.0.25b All All All

Application Samba Samba 3.0.25c All All All

Application Samba Samba 3.0.26 All All All
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Application Samba Samba 3.0.26 a All All

Application Samba Samba 3.0.26a All All All

Application Samba Samba 3.0.27 All All All

Application Samba Samba 3.0.27 a All All

Application Samba Samba 3.0.28 All All All

Application Samba Samba 3.0.28 a All All

Application Samba Samba 3.0.29 All All All

Application Samba Samba 3.0.2a All All All

Application Samba Samba 3.0.3 All All All

Application Samba Samba 3.0.30 All All All

Application Samba Samba 3.0.31 All All All

Application Samba Samba 3.0.32 All All All

Application Samba Samba 3.0.33 All All All

Application Samba Samba 3.0.34 All All All

Application Samba Samba 3.0.35 All All All

Application Samba Samba 3.0.36 All All All

Application Samba Samba 3.0.37 All All All

Application Samba Samba 3.0.4 All All All

Application Samba Samba 3.0.4 rc1 All All

Application Samba Samba 3.0.5 All All All

Application Samba Samba 3.0.6 All All All

Application Samba Samba 3.0.7 All All All

Application Samba Samba 3.0.8 All All All

Application Samba Samba 3.0.9 All All All

Application Samba Samba 3.1.0 All All All

Application Samba Samba 3.2.0 All All All

Application Samba Samba 3.2.1 All All All

Application Samba Samba 3.2.10 All All All

Application Samba Samba 3.2.11 All All All

Application Samba Samba 3.2.12 All All All

Application Samba Samba 3.2.13 All All All

Application Samba Samba 3.2.14 All All All

Application Samba Samba 3.2.15 All All All

Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.2.3 All All All

Application Samba Samba 3.2.4 All All All
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Application Samba Samba 3.2.4 All All All

Application Samba Samba 3.2.5 All All All

Application Samba Samba 3.2.6 All All All

Application Samba Samba 3.2.7 All All All

Application Samba Samba 3.2.8 All All All

Application Samba Samba 3.2.9 All All All

Application Samba Samba 3.3.0 All All All

Application Samba Samba 3.3.1 All All All

Application Samba Samba 3.3.10 All All All

Application Samba Samba 3.3.11 All All All

Application Samba Samba 3.3.12 All All All

Application Samba Samba 3.3.13 All All All

Application Samba Samba 3.3.14 All All All

Application Samba Samba 3.3.15 All All All

Application Samba Samba 3.3.16 All All All

Application Samba Samba 3.3.2 All All All

Application Samba Samba 3.3.3 All All All

Application Samba Samba 3.3.4 All All All

Application Samba Samba 3.3.5 All All All

Application Samba Samba 3.3.6 All All All

Application Samba Samba 3.3.7 All All All

Application Samba Samba 3.3.8 All All All

Application Samba Samba 3.3.9 All All All

Application Samba Samba 3.4.0 All All All

Application Samba Samba 3.4.1 All All All

Application Samba Samba 3.4.10 All All All

Application Samba Samba 3.4.11 All All All

Application Samba Samba 3.4.12 All All All

Application Samba Samba 3.4.13 All All All

Application Samba Samba 3.4.14 All All All

Application Samba Samba 3.4.15 All All All

Application Samba Samba 3.4.16 All All All

Application Samba Samba 3.4.17 All All All

Application Samba Samba 3.4.2 All All All

Application Samba Samba 3.4.3 All All All

Application Samba Samba 3.4.4 All All All
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Application Samba Samba 3.4.5 All All All

Application Samba Samba 3.4.6 All All All

Application Samba Samba 3.4.7 All All All

Application Samba Samba 3.4.8 All All All

Application Samba Samba 3.4.9 All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.10 All All All

Application Samba Samba 3.5.11 All All All

Application Samba Samba 3.5.12 All All All

Application Samba Samba 3.5.13 All All All

Application Samba Samba 3.5.14 All All All

Application Samba Samba 3.5.15 All All All

Application Samba Samba 3.5.16 All All All

Application Samba Samba 3.5.17 All All All

Application Samba Samba 3.5.18 All All All

Application Samba Samba 3.5.19 All All All

Application Samba Samba 3.5.2 All All All

Application Samba Samba 3.5.20 All All All

Application Samba Samba 3.5.21 All All All

Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All

Application Samba Samba 3.5.7 All All All

Application Samba Samba 3.5.8 All All All

Application Samba Samba 3.5.9 All All All

Application Samba Samba 3.6.0 All All All

Application Samba Samba 3.6.1 All All All

Application Samba Samba 3.6.10 All All All

Application Samba Samba 3.6.11 All All All

Application Samba Samba 3.6.12 All All All

Application Samba Samba 3.6.13 All All All

Application Samba Samba 3.6.14 All All All

Application Samba Samba 3.6.15 All All All
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Application Samba Samba 3.6.16 All All All

Application Samba Samba 3.6.17 All All All

Application Samba Samba 3.6.18 All All All

Application Samba Samba 3.6.19 All All All

Application Samba Samba 3.6.2 All All All

Application Samba Samba 3.6.20 All All All

Application Samba Samba 3.6.21 All All All

Application Samba Samba 3.6.3 All All All

Application Samba Samba 3.6.4 All All All

Application Samba Samba 3.6.5 All All All

Application Samba Samba 3.6.6 All All All

Application Samba Samba 3.6.7 All All All

Application Samba Samba 3.6.8 All All All

Application Samba Samba 3.6.9 All All All

Application Samba Samba 4.0.0 All All All

Application Samba Samba 4.0.1 All All All

Application Samba Samba 4.0.10 All All All

Application Samba Samba 4.0.11 All All All

Application Samba Samba 4.0.12 All All All

Application Samba Samba 4.0.2 All All All

Application Samba Samba 4.0.3 All All All

Application Samba Samba 4.0.4 All All All

Application Samba Samba 4.0.5 All All All

Application Samba Samba 4.0.6 All All All

Application Samba Samba 4.0.7 All All All

Application Samba Samba 4.0.8 All All All

Application Samba Samba 4.0.9 All All All

Application Samba Samba 4.1.0 All All All

Application Samba Samba 4.1.1 All All All

Application Samba Samba 4.1.2 All All All

Application Samba Samba 3.0.0 All All All

Application Samba Samba 3.0.1 All All All

Application Samba Samba 3.0.10 All All All

Application Samba Samba 3.0.11 All All All

Application Samba Samba 3.0.12 All All All

Application Samba Samba 3.0.13 All All All
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Application Samba Samba 3.0.13 All All All

Application Samba Samba 3.0.14 All All All

Application Samba Samba 3.0.14 a All All

Application Samba Samba 3.0.14a All All All

Application Samba Samba 3.0.15 All All All

Application Samba Samba 3.0.16 All All All

Application Samba Samba 3.0.17 All All All

Application Samba Samba 3.0.18 All All All

Application Samba Samba 3.0.19 All All All

Application Samba Samba 3.0.2 All All All

Application Samba Samba 3.0.2 a All All

Application Samba Samba 3.0.20 All All All

Application Samba Samba 3.0.20 a All All

Application Samba Samba 3.0.20 b All All

Application Samba Samba 3.0.20a All All All

Application Samba Samba 3.0.20b All All All

Application Samba Samba 3.0.21 All All All

Application Samba Samba 3.0.21 a All All

Application Samba Samba 3.0.21 b All All

Application Samba Samba 3.0.21 c All All

Application Samba Samba 3.0.21a All All All

Application Samba Samba 3.0.21b All All All

Application Samba Samba 3.0.21c All All All

Application Samba Samba 3.0.22 All All All

Application Samba Samba 3.0.23 All All All

Application Samba Samba 3.0.23 a All All

Application Samba Samba 3.0.23 b All All

Application Samba Samba 3.0.23 c All All

Application Samba Samba 3.0.23 d All All

Application Samba Samba 3.0.23a All All All

Application Samba Samba 3.0.23b All All All

Application Samba Samba 3.0.23c All All All

Application Samba Samba 3.0.23d All All All

Application Samba Samba 3.0.24 All All All

Application Samba Samba 3.0.25 All All All

Application Samba Samba 3.0.25 a All All
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Application Samba Samba 3.0.25 b All All

Application Samba Samba 3.0.25 c All All

Application Samba Samba 3.0.25 pre1 All All

Application Samba Samba 3.0.25 pre2 All All

Application Samba Samba 3.0.25 rc1 All All

Application Samba Samba 3.0.25 rc2 All All

Application Samba Samba 3.0.25 rc3 All All

Application Samba Samba 3.0.25a All All All

Application Samba Samba 3.0.25b All All All

Application Samba Samba 3.0.25c All All All

Application Samba Samba 3.0.26 All All All

Application Samba Samba 3.0.26 a All All

Application Samba Samba 3.0.26a All All All

Application Samba Samba 3.0.27 All All All

Application Samba Samba 3.0.27 a All All

Application Samba Samba 3.0.28 All All All

Application Samba Samba 3.0.28 a All All

Application Samba Samba 3.0.29 All All All

Application Samba Samba 3.0.2a All All All

Application Samba Samba 3.0.3 All All All

Application Samba Samba 3.0.30 All All All

Application Samba Samba 3.0.31 All All All

Application Samba Samba 3.0.32 All All All

Application Samba Samba 3.0.33 All All All

Application Samba Samba 3.0.34 All All All

Application Samba Samba 3.0.35 All All All

Application Samba Samba 3.0.36 All All All

Application Samba Samba 3.0.37 All All All

Application Samba Samba 3.0.4 All All All

Application Samba Samba 3.0.4 rc1 All All

Application Samba Samba 3.0.5 All All All

Application Samba Samba 3.0.6 All All All

Application Samba Samba 3.0.7 All All All

Application Samba Samba 3.0.8 All All All

Application Samba Samba 3.0.9 All All All
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Application Samba Samba 3.1.0 All All All

Application Samba Samba 3.2.0 All All All

Application Samba Samba 3.2.1 All All All

Application Samba Samba 3.2.10 All All All

Application Samba Samba 3.2.11 All All All

Application Samba Samba 3.2.12 All All All

Application Samba Samba 3.2.13 All All All

Application Samba Samba 3.2.14 All All All

Application Samba Samba 3.2.15 All All All

Application Samba Samba 3.2.2 All All All

Application Samba Samba 3.2.3 All All All

Application Samba Samba 3.2.4 All All All

Application Samba Samba 3.2.5 All All All

Application Samba Samba 3.2.6 All All All

Application Samba Samba 3.2.7 All All All

Application Samba Samba 3.2.8 All All All

Application Samba Samba 3.2.9 All All All

Application Samba Samba 3.3.0 All All All

Application Samba Samba 3.3.1 All All All

Application Samba Samba 3.3.10 All All All

Application Samba Samba 3.3.11 All All All

Application Samba Samba 3.3.12 All All All

Application Samba Samba 3.3.13 All All All

Application Samba Samba 3.3.14 All All All

Application Samba Samba 3.3.15 All All All

Application Samba Samba 3.3.16 All All All

Application Samba Samba 3.3.2 All All All

Application Samba Samba 3.3.3 All All All

Application Samba Samba 3.3.4 All All All

Application Samba Samba 3.3.5 All All All

Application Samba Samba 3.3.6 All All All

Application Samba Samba 3.3.7 All All All

Application Samba Samba 3.3.8 All All All

Application Samba Samba 3.3.9 All All All

Application Samba Samba 3.4.0 All All All

Application Samba Samba 3.4.1 All All All
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Application Samba Samba 3.4.1 All All All

Application Samba Samba 3.4.10 All All All

Application Samba Samba 3.4.11 All All All

Application Samba Samba 3.4.12 All All All

Application Samba Samba 3.4.13 All All All

Application Samba Samba 3.4.14 All All All

Application Samba Samba 3.4.15 All All All

Application Samba Samba 3.4.16 All All All

Application Samba Samba 3.4.17 All All All

Application Samba Samba 3.4.2 All All All

Application Samba Samba 3.4.3 All All All

Application Samba Samba 3.4.4 All All All

Application Samba Samba 3.4.5 All All All

Application Samba Samba 3.4.6 All All All

Application Samba Samba 3.4.7 All All All

Application Samba Samba 3.4.8 All All All

Application Samba Samba 3.4.9 All All All

Application Samba Samba 3.5.0 All All All

Application Samba Samba 3.5.1 All All All

Application Samba Samba 3.5.10 All All All

Application Samba Samba 3.5.11 All All All

Application Samba Samba 3.5.12 All All All

Application Samba Samba 3.5.13 All All All

Application Samba Samba 3.5.14 All All All

Application Samba Samba 3.5.15 All All All

Application Samba Samba 3.5.16 All All All

Application Samba Samba 3.5.17 All All All

Application Samba Samba 3.5.18 All All All

Application Samba Samba 3.5.19 All All All

Application Samba Samba 3.5.2 All All All

Application Samba Samba 3.5.20 All All All

Application Samba Samba 3.5.21 All All All

Application Samba Samba 3.5.3 All All All

Application Samba Samba 3.5.4 All All All

Application Samba Samba 3.5.5 All All All

Application Samba Samba 3.5.6 All All All
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Application Samba Samba 3.5.7 All All All

Application Samba Samba 3.5.8 All All All

Application Samba Samba 3.5.9 All All All

Application Samba Samba 3.6.0 All All All

Application Samba Samba 3.6.1 All All All

Application Samba Samba 3.6.10 All All All

Application Samba Samba 3.6.11 All All All

Application Samba Samba 3.6.12 All All All

Application Samba Samba 3.6.13 All All All

Application Samba Samba 3.6.14 All All All

Application Samba Samba 3.6.15 All All All

Application Samba Samba 3.6.16 All All All

Application Samba Samba 3.6.17 All All All

Application Samba Samba 3.6.18 All All All

Application Samba Samba 3.6.19 All All All

Application Samba Samba 3.6.2 All All All

Application Samba Samba 3.6.20 All All All

Application Samba Samba 3.6.21 All All All

Application Samba Samba 3.6.3 All All All

Application Samba Samba 3.6.4 All All All

Application Samba Samba 3.6.5 All All All

Application Samba Samba 3.6.6 All All All

Application Samba Samba 3.6.7 All All All

Application Samba Samba 3.6.8 All All All

Application Samba Samba 3.6.9 All All All

Application Samba Samba 4.0.0 All All All

Application Samba Samba 4.0.1 All All All

Application Samba Samba 4.0.10 All All All

Application Samba Samba 4.0.11 All All All

Application Samba Samba 4.0.12 All All All

Application Samba Samba 4.0.2 All All All

Application Samba Samba 4.0.3 All All All

Application Samba Samba 4.0.4 All All All

Application Samba Samba 4.0.5 All All All

Application Samba Samba 4.0.6 All All All
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Application Samba Samba 4.0.7 All All All

Application Samba Samba 4.0.8 All All All

Application Samba Samba 4.0.9 All All All

Application Samba Samba 4.1.0 All All All

Application Samba Samba 4.1.1 All All All

Application Samba Samba 4.1.2 All All All

References

Reference Source

openSUSE-SU-2014:0405-1: moderate: samba: security and bugfix update SUSE

Samba - Security Announcement Archive CONFIRM

'[security bulletin] HPSBUX03087 SSRT101413 rev.2 - HP-UX CIFS Server (Samba), Remote Denial of Servi' - MARC HP

Samba: Multiple vulnerabilities (GLSA 201502-15) — Gentoo security GENTOO

Red Hat Customer Portal MISC

Red Hat Customer Portal REDHAT

Red Hat Customer Portal MISC

[SECURITY] Fedora 19 Update: samba-4.0.21-1.fc19 FEDORA

Red Hat Customer Portal REDHAT

Red Hat Customer Portal MISC

[security-announce] openSUSE-SU-2016:1107-1: important: Security update SUSE

Debian -- Security Information -- DSA-2812-1 samba DEBIAN

[security-announce] SUSE-SU-2014:0024-1: important: Security update for SUSE

1018032 – (CVE-2013-4408) CVE-2013-4408 samba: Heap-based buffer overflow due to incorrect DCE-RPC fragment length field check MISC

www.samba.org/samba/ftp/patches/security/samba-4.1.2-CVE-2013-4408-CVE-2012... CONFIRM

openSUSE-SU-2013:1921-1: moderate: update for samba SUSE

Red Hat Customer Portal REDHAT

USN-2054-1: Samba vulnerabilities | Ubuntu UBUNTU

CVE-2013-4408 - Red Hat Customer Portal MISC

Samba 'dcerpc_read_ncacn_packet_done()' Function Heap Buffer Overflow Vulnerability BID

Support / Security / Advisories / / MDVSA-2013:299 | Mandriva MANDRIVA

[security-announce] openSUSE-SU-2016:1106-1: important: Security update SUSE

[SECURITY] Fedora 20 Update: samba-4.1.9-3.fc20 FEDORA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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http://marc.info/?l=bugtraq&m=141660010015249&w=2
http://security.gentoo.org/glsa/glsa-201502-15.xml
https://access.redhat.com/errata/RHSA-2014:0009
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http://lists.opensuse.org/opensuse-security-announce/2016-04/msg00048.html
http://www.debian.org/security/2013/dsa-2812
http://lists.opensuse.org/opensuse-security-announce/2014-01/msg00002.html
https://bugzilla.redhat.com/show_bug.cgi?id=1018032
http://www.samba.org/samba/ftp/patches/security/samba-4.1.2-CVE-2013-4408-CVE-2012-6150.patch
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There are currently no legacy QID mappings associated with this CVE.
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