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Summary

CVE CVE-2013-4409

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-04 21:15:00 UTC

Updated 2019-11-08 21:34:00 UTC

Description An eval() vulnerability exists in Python Software Foundation Djblets 0.7.21 and Beanbag Review Board before 1.7.15 when parsing JSON requests.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Application Reviewboard Djblets 0.7.21 All All All

Application Reviewboard Djblets 0.7.21 All All All

Application Reviewboard Review Board All All All All

Application Reviewboard Review Board All All All All

References

Reference Source Link Tags

CVE-2013-4409 MISC security-tracker.debian.org Third Party Advisory

[SECURITY] Fedora 19 Update: ReviewBoard-1.7.16-2.fc19 MISC lists.fedoraproject.org Mailing List, Third Party Advisory
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[SECURITY] Fedora 20 Update: python-djblets-0.7.21-1.fc20 MISC lists.fedoraproject.org Mailing List, Third Party Advisory

Red Hat Customer Portal MISC access.redhat.com Broken Link

[SECURITY] Fedora 18 Update: ReviewBoard-1.7.16-2.fc18 MISC lists.fedoraproject.org Mailing List, Third Party Advisory

[SECURITY] Fedora 18 Update: python-djblets-0.7.21-1.fc18 MISC lists.fedoraproject.org Mailing List, Third Party Advisory

Malformed Request MISC www.securityfocus.com Third Party Advisory, VDB Entry

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

[SECURITY] Fedora 19 Update: python-djblets-0.7.21-1.fc19 MISC lists.fedoraproject.org Mailing List, Third Party Advisory

1016601 – (CVE-2013-4409) CVE-2013-4409 python-djblets: unsanitized eval() vulnerability MISC bugzilla.redhat.com Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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