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CVE CVE-2013-4415
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-14 15:55:00 UTC

Updated 2022-02-25 19:07:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Spacewalk and Red Hat Network (RHN) Satellite 5.6 allow remote attac
o ] i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Network Satellite 5.6 All All All

Application Redhat Network Satellite 5.6 All All All

Application Redhat Satellite 5.6 All All All

Application Redhat Satellite 5 Managed Db 5.6 All All All

Application Redhat Spacewalk-java All All All All

Application Redhat Spacewalk-web All All All All

Application Suse Manager 1.7 All All All

Reference So

979452 — (CVE-2013-4415) CVE-2013-4415 Red Hat Satellite, Spacewalk: PAGE_SIZE_LABEL_SELECTED cross-site scripting (XSS) CC

Red Hat Customer Portal RE
SUSE-SU-2014:0222-1 SL
Security Advisory SA56952 - SUSE update for Multiple Spacewalk Packages - Secunia SE
spacewalk.git - Spacewalk is an open source Linux and Solaris systems management solution. CC
CVE Program record CV

NVD vulnerability detail NV
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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