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Multiple directory traversal vulnerabilities in the (1) tar_extract_glob and (2) tar_extract_all functions in libtar 1.2.20 and earl
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Feep Libtar 1.2.11 All All All
Feep Libtar 1.2.13 All All All
Feep Libtar 1.2.14 All All All
Feep Libtar 1.2.15 All All All
Feep Libtar 1.2.16 All All All
Feep Libtar 1.2.17 All All All
Feep Libtar 1.2.18 All All All
Feep Libtar 1.2.19 All All All
Feep Libtar 1.2.11 All All All
Feep Libtar 1.2.13 All All All
Feep Libtar 1.2.14 All All All
Feep Libtar 1.2.15 All All All
Feep Libtar 1.2.16 All All All
Feep Libtar 1.2.17 All All All
Feep Libtar 1.2.18 All All All
Feep Libtar 1.2.19 All All All
Feep Libtar All All All All
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Reference Source Link Tag
Debian -- Security Information -- DSA-2863-1 libtar DEBIAN www.debian.org

#731860 - libtar: CVE-2013-4420: directory traversal when extracting archives - Debian Bug report logs CONFIRM  bugs.debian.org

[libtar] 20150213 Fw: Re: Validation of file names MLIST lists.feep.net
CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670544 EulerOS Security Update for libtar (EulerOS-SA-2021-2302)
900227 CBL-Mariner Linux Security Update for libtar 1.2.20
901447 Common Base Linux Mariner (CBL-Mariner) Security Update for libtar (6651-1)

903337 Common Base Linux Mariner (CBL-Mariner) Security Update for libtar (1886)
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