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Summary

CVE CVE-2013-4428

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-27 00:55:00 UTC

Updated 2018-11-15 19:34:00 UTC

Description OpenStack Image Registry and Delivery Service (Glance) Folsom, Grizzly before 2013.1.4, and Havana before 2013.2, when the download_image policy is configured, does not properly restrict access to cached images, which allows remote authenticated users to read otherwise restricted images via an image UUID.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Application Openstack Glance All All All All

Application Openstack Glance 2013.2 milestone1 All All

Application Openstack Glance 2013.2 milestone2 All All

Application Openstack Glance 2013.2 milestone3 All All

Application Openstack Glance All All All All

Application Openstack Glance 2013.2 milestone1 All All

Application Openstack Glance 2013.2 milestone2 All All

Application Openstack Glance 2013.2 milestone3 All All

Application Openstack Glance All All All All
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Bug #1235226 “image_download policy not enforced for cached imag...” : Bugs : Glance CONFIRM bugs.launchpad.net Exploit, Third Party Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com Third Party Advisory

USN-2003-1: Glance vulnerability | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

2013.1.4 : Glance CONFIRM launchpad.net Patch, Third Party Advisory

OpenStack Glance 'download_image' Policy Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

2013.2 "havana" : Glance CONFIRM launchpad.net Patch, Third Party Advisory

oss-security - Re: CVE request for a vulnerability in OpenStack Glance MLIST www.openwall.com Mailing List, Third Party Advisory

oss-security - CVE request for a vulnerability in OpenStack Glance MLIST www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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