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Summary

CVE CVE-2013-4451

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-21 17:29:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description gitolite commit fa06a34 through 3.5.3 might allow attackers to have unspecified impact via vectors involving world-writable permissions when creating (1) ~/.gitolite.rc, (2) ~/.gitolite, or (3) ~/repositories/gitolite-admin.git on fresh installs.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitolite Gitolite All All All All

References

Reference Source Link Tags

Gitolite Multiple Insecure File Permissions Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

oops; fa06a34 had a nasty bug for fresh installs · sitaramc/gitolite@3dad4f8 · GitHub CONFIRM github.com Patch, Third Party Advisory

Google Groups CONFIRM groups.google.com Mailing List, Third Party Advisory

oss-security - Re: CVE Request: gitolite world writable files for fresh installs of v3.5.3 MLIST www.openwall.com Mailing List, Patch

Redirecting to Google Groups groups.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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