
CVE-2013-4463
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-4463

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 05:44:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description OpenStack Compute (Nova) Folsom, Grizzly, and Havana does not properly verify the virtual size of a QCOW2 image, which allows local users to cause a denial of service (host file system disk consumption) via a compressed QCOW2 image. NOTE: this issue is due to an incomplete fix for CVE-2013-2096.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Folsom - All All All

Application Openstack Folsom - All All All

Application Openstack Grizzly - All All All

Application Openstack Grizzly - All All All

Application Openstack Havana - All All All

Application Openstack Havana - All All All

References

Reference Source

oss-security - [OSSA 2013-029] Potential Nova denial of service through compressed disk images (CVE-2013-4463, CVE-2013-4469) MLIST

USN-2247-1: OpenStack Nova vulnerabilities | Ubuntu UBUNTU

Bug #1206081 “[OSSA 2013-029] Unchecked qcow2 root disk sizes Do...” : Bugs : OpenStack Compute (nova) CONFIRM

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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