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CVE CVE-2013-4467
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-11 19:37:00 UTC
Updated 2014-05-20 04:06:00 UTC
Description Multiple SQL injection vulnerabilities in the agent interface (agc/) in VICIDIAL dialer (aka Asterisk GUI client) 2.8-403a, 2.7,

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Vicidial Vicidial 2.7 rci All All

Application Vicidial Vicidial 2.8 403a All All

Application Vicidial Vicidial 2.7 rci All All

Application Vicidial Vicidial 2.8 403a All All

Application Vicidial Vicidial All - All All

Reference Source
VICIDIAL: Multiple Vulnerabilities - Adam Caudill MISC

Security Advisory SA55453 - ViciDial Asterisk GUI Client SQL Injection and Arbitrary Command Execution Vulnerability - Secunia  SECUNI

oss-sec: VICIDIAL 2.7 - SQL Injection, Command Injection MLIST
metasploit-framework/vicidial_manager_send_cmd_exec.rb at master - rapid7/metasploit-framework - GitHub MISC
VIClIdial Manager Send OS Command Injection EXPLOIT
oss-sec: Re: VICIDIAL 2.7 - SQL Injection, Command Injection MLIST
98903 OSvDB
VICIDIAL 'manager_send.php' CVE-2013-4467 SQL Injection Vulnerability BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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