CVE-2013-447/3

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-4473
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-23 11:55:00 UTC
Updated 2016-05-18 18:39:00 UTC
Description Stack-based buffer overflow in the extractPages function in utils/pdfseparate.cc in poppler before 0.24.2 allows remote attar

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Application Freedesktop Poppler 0.1 All All All
Application Freedesktop Poppler 0.1.1 All All All
Application Freedesktop Poppler 0.1.2 All All All
Application Freedesktop Poppler 0.10.0 All All All
Application Freedesktop Poppler 0.10.1 All All All
Application Freedesktop Poppler 0.10.2 All All All
Application Freedesktop Poppler 0.10.3 All All All
Application Freedesktop Poppler 0.10.4 All All All
Application Freedesktop Poppler 0.10.5 All All All
Application Freedesktop Poppler 0.10.6 All All All
Application Freedesktop Poppler 0.10.7 All All All
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CVE Program record

NVD vulnerability detail

/

USN-2958-1: poppler vulnerabilities | Ubuntu

poppler/poppler - The poppler pdf rendering library

oss-security - Re: CVE request: 3 vulnerabilities in poppler and 1 in Xpdf

Gentoo Linux Documentation -- Poppler: Multiple vulnerabilities

69434 — segmentation fault (and probable stack smashing) in pdfseparate

Poppler 'utils/pdfseparate.cc' File Stack Based Buffer Overflow Vulnerability

Security Advisory SA56567 - Gentoo update for poppler - Secunia

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

#723124 - /usr/bin/pdfseparate: pdfseparate segfault based on filenames (possibly exploitable) - Debian Bug report logs

poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler)

Source

MLIST

UBUNTU

GENTOO

CONFIRM

CONFIRM

CONFIRM

CONFIRM

BID

SECUNIA

CVE.ORG

NVD

Link

WWW.
WWW.
secur
cgit.fr
bugs.
bugs.
cgit.fr
WWW.

secur
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