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Certain versions of Sup from Supmua contain the following
vulnerability:

Sup before 0.13.2.1 and 0.14.x before 0.14.1.1 allows remote attackers
to execute arbitrary commands via shell metacharacters in the filename
of an email attachment.

CVSS2 Score: 6.8 - MEDIUM
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CVE References

Description Tags Link

[sup-talk] Fwd: Security issue with
suggested configuration of sup

web.archive.org

text/html

Inactive Link Not Archived

 MLIST [sup-talk] 20130818 Fwd: Security issue with suggested
configuration of sup

[sup-talk] Security advisory, releases
0.13.2.1 and 0.14.1.1

web.archive.org

text/html

Inactive Link Not Archived

 MLIST [sup-talk] 20131029 Security advisory, releases 0.13.2.1 and
0.14.1.1

security: shellwords escape
attachment file names to prevent
remote c… · sup-
heliotrope/sup@8b46cdb · GitHub

Exploit

Patch

github.com

text/html

 CONFIRM github.com/sup-
heliotrope/sup/commit/8b46cdbfc14e07ca07d403aa28b0e7bc1c544785

oss-security - Re: CVE Request: sup
MUA Command Injection

www.openwall.com

text/html

 MLIST [oss-security] 20131029 Re: CVE Request: sup MUA
Command Injection

Security Advisory SA55400 - Debian Vendor Advisory  SECUNIA 55400

CVE-2013-4478 has been assigned by  secalert@redhat.com to track the vulnerability
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https://github.com/sup-heliotrope/sup/commit/8b46cdbfc14e07ca07d403aa28b0e7bc1c544785
http://www.openwall.com/lists/oss-security/2013/10/30/2
https://web.archive.org/web/2013/http://secunia.com/advisories/55400


Security Advisory SA55400 - Debian
update for sup-mail - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 55400

Security Advisory SA55294 - Sup
Attachment File Name and "Content-
type" MIME Header OS Command
Injection Vulnerabilities - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 55294

Debian -- Page not found www.debian.org

Depreciated Link

text/html

Inactive Link Not Archived

 DEBIAN DSA-2805

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Supmua Sup 0.13.0 All All All

Application Supmua Sup 0.13.1 All All All

Application Supmua Sup 0.14.0 All All All

Application Supmua Sup 0.14.1 All All All

Application Supmua Sup All All All All

Application Supmua Sup 0.13.0 All All All

Application Supmua Sup 0.13.1 All All All

Application Supmua Sup 0.14.0 All All All

Application Supmua Sup 0.14.1 All All All

cpe:2.3:a:supmua:sup:0.13.0:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.13.1:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.14.0:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.14.1:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:*:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.13.0:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.13.1:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.14.0:*:*:*:*:*:*:*:

cpe:2.3:a:supmua:sup:0.14.1:*:*:*:*:*:*:*:

https://web.archive.org/web/2013/http://secunia.com/advisories/55294
http://www.debian.org/security/2012/dsa-2805
mailto:%20comment@cve.report
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
http://cve.report/vendor/supmua
http://cve.report/software/supmua/sup
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No vendor comments have been submitted for this CVE
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