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Summary

CVE CVE-2013-4495

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-11-20 14:12:00 UTC

Updated 2016-12-08 03:03:00 UTC

Description The send_the_mail function in server/svr_mail.c in Terascale Open-Source Resource and Queue Manager (aka TORQUE Resource Manager) before 4.2.6 allows remote attackers to execute arbitrary commands via shell metacharacters in the email (-M switch) to qsub.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adaptivecomputing Torque Resource Manager 2.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.2.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.2.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.13 All All All
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Application Adaptivecomputing Torque Resource Manager 2.3.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.14 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.15 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.16 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.17 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.6 All All All
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Application Adaptivecomputing Torque Resource Manager 2.5.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.9 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.1 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.2 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.3 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.4 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.5 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.6 All All All

Application Adaptivecomputing Torque Resource Manager 4.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 4.0.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.0 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.3 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.5.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.6 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.7 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.3 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.3.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.4.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.1.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.2.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.2.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.1 All All All
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Application Adaptivecomputing Torque Resource Manager 2.3.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.3.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.14 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.15 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.16 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.17 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.2 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.4.9 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.0 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.1 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.10 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.11 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.12 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.13 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.2 All All All
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Application Adaptivecomputing Torque Resource Manager 2.5.3 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.4 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.5 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.6 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.7 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.8 All All All

Application Adaptivecomputing Torque Resource Manager 2.5.9 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.1 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.2 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.3 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.4 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.5 All All All

Application Adaptivecomputing Torque Resource Manager 3.0.6 All All All

Application Adaptivecomputing Torque Resource Manager 4.0.0 All All All

Application Adaptivecomputing Torque Resource Manager 4.0.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.0 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.3 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.5.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.6 All All All

Application Adaptivecomputing Torque Resource Manager 4.1.7 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.2 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.3 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.3.1 All All All

Application Adaptivecomputing Torque Resource Manager 4.2.4.1 All All All

Application Adaptivecomputing Torque Resource Manager All All All All

References

Reference Source Link

Security Advisory SA55622 - TORQUE Resource Manager Command Injection Vulnerability - Secunia SECUNIA secunia.com

Moab Workload Manager 7.2.6 Release Notes CONFIRM www.adaptivecomputing.com

Security Advisory SA55535 - Debian update for torque - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-2796-1 torque DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org
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