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/

CVE-2013-4496

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-4496

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-03-14 10:55:00 UTC

2022-08-29 20:04:00 UTC

Samba 3.x before 3.6.23, 4.0.x before 4.0.16, and 4.1.x before 4.1.6 does not enforce the password-guessing protection mi

| 1|

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.10 All All All
Samba Samba All All All All
Samba Samba 3.0.0 All All All
Samba Samba 3.0.1 All All All
Samba Samba 3.0.10 All All All
Samba Samba 3.0.11 All All All
Samba Samba 3.0.12 All All All
Samba Samba 3.0.13 All All All
Samba Samba 3.0.14 All All All
Samba Samba 3.0.14 a All All
Samba Samba 3.0.14a All All All
Samba Samba 3.0.15 All All All
Samba Samba 3.0.16 All All All
Samba Samba 3.0.17 All All All
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Application Samba Samba 414 All All All
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Reference Source Link Tags
openSUSE-SU-2014:0405-1: moderate: samba: security and bugfix update SUSE lists.opensuse.org
Document Display | HPE Support Center CONFIRM  h20566.www2.hpe.com
Samba: Multiple vulnerabilities (GLSA 201502-15) — Gentoo security GENTOO security.gentoo.org
Samba SAMR Server Password Lockout Bypass Information Disclosure Weakness BID www.securityfocus.com
USN-2156-1: Samba vulnerability | Ubuntu UBUNTU www.ubuntu.com
Mageia Advisory: MGASA-2014-0138 - Updated samba packages fix security vulnerability CONFIRM  advisories.mageia.org
Samba - Security Announcement Archive CONFIRM  www.samba.org Vendor ,
Red Hat Customer Portal REDHAT rhn.redhat.com
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http://security.gentoo.org/glsa/glsa-201502-15.xml
http://www.securityfocus.com/bid/66336
http://www.ubuntu.com/usn/USN-2156-1
http://advisories.mageia.org/MGASA-2014-0138.html
http://www.samba.org/samba/security/CVE-2013-4496
http://rhn.redhat.com/errata/RHSA-2014-0330.html

Samba - Release Notes Archive CONFIRM  www.samba.org Vendor ,

[SECURITY] Fedora 19 Update: samba-4.0.21-1.fc19 FEDORA lists.fedoraproject.org

[security-announce] openSUSE-SU-2016:1107-1: important: Security update SUSE lists.opensuse.org

Samba - Release Notes Archive CONFIRM  www.samba.org Vendor .

Support / Security / Advisories / / MDVSA-2015:082 | Mandriva MANDRIVA  www.mandriva.com

Bug Access Denied CONFIRM  bugzilla.samba.org

openSUSE-SU-2014:0404-1: moderate: samba: security and bugfix update to SUSE lists.opensuse.org

Samba - Release Notes Archive CONFIRM  www.samba.org Vendor ,

[security-announce] openSUSE-SU-2016:1106-1: important: Security update SUSE lists.opensuse.org

[SECURITY] Fedora 20 Update: samba-4.1.9-3.fc20 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG  www.cve.org canonic

NVD vulnerability detail NVD nvd.nist.gov canonici
| ‘ i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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