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CVE CVE-2013-4517
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-11 01:55:00 UTC
Updated 2023-11-07 02:16:00 UTC
Description Apache Santuario XML Security for Java before 1.5.6, when applying Transforms, allows remote attackers to cause a denic

/ |

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Santuario Xml Security For Java 1.2.0 All All All
Application Apache Santuario Xml Security For Java 1.2.1 All All All
Application Apache Santuario Xml Security For Java 1.3.0 All All All
Application Apache Santuario Xml Security For Java 1.4.0 All All All
Application Apache Santuario Xml Security For Java 1.41 All All All
Application Apache Santuario Xml Security For Java 1.4.2 All All All
Application Apache Santuario Xml Security For Java 1.4.3 All All All
Application Apache Santuario Xml Security For Java 1.4.4 All All All
Application Apache Santuario Xml Security For Java 1.4.5 All All All
Application Apache Santuario Xml Security For Java 1.4.6 All All All
Application Apache Santuario Xml Security For Java 1.4.7 All All All
Application Apache Santuario Xml Security For Java 1.4.8 All All All
Application Apache Santuario Xml Security For Java 1.5.0 All All All
Application Apache Santuario Xml Security For Java 1.5.1 All All All
Application Apache Santuario Xml Security For Java 1.5.2 All All All
Application Apache Santuario Xml Security For Java 1.5.3 All All All
Application Apache Santuario Xml Security For Java 1.5.4 All All All
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Apache Santuario XML Security For JAVA XML Signature Denial of Service Vulnerability
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Full Disclosure: Apache Santuario security advisory CVE-2013-4517 released
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[R2] SecurityCenter 5.8.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®
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Apache Santuario DTD Processing Flaw Lets Remote Users Deny Service - SecurityTracker
IBM X-Force Exchange

About Secunia Research | Flexera

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

[santuario-commits] 20210917 svn commit: r1076843 - in /websites/production/santuario/content: cache/main.pageCache index.html javainde:



http://cve.report/vendor/apache
http://cve.report/software/apache/xml_security_for_java
https://lists.apache.org/thread.html/r1c07a561426ec5579073046ad7f4207cdcef452bb3100abaf908e0cd%2540%253Ccommits.santuario.apache.org%253E
http://www.securityfocus.com/bid/64437
http://rhn.redhat.com/errata/RHSA-2014-1728.html
http://seclists.org/fulldisclosure/2013/Dec/169
https://lists.apache.org/thread.html/680e6938b6412e26d5446054fd31de2011d33af11786b989127d1cc3%2540%253Ccommits.santuario.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2014-1726.html
https://www.tenable.com/security/tns-2018-15
http://rhn.redhat.com/errata/RHSA-2014-0171.html
http://rhn.redhat.com/errata/RHSA-2014-0195.html
http://osvdb.org/101169
http://packetstormsecurity.com/files/124554/Java-XML-Signature-Denial-Of-Service-Attack.html
http://rhn.redhat.com/errata/RHSA-2015-0850.html
http://rhn.redhat.com/errata/RHSA-2014-0170.html
http://santuario.apache.org/secadv.data/cve-2013-4517.txt.asc
http://rhn.redhat.com/errata/RHSA-2014-0172.html
http://rhn.redhat.com/errata/RHSA-2015-0675.html
https://lists.apache.org/thread.html/r1c07a561426ec5579073046ad7f4207cdcef452bb3100abaf908e0cd@%253Ccommits.santuario.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2015-0851.html
https://lists.apache.org/thread.html/680e6938b6412e26d5446054fd31de2011d33af11786b989127d1cc3@%253Ccommits.santuario.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2014-1725.html
http://rhn.redhat.com/errata/RHSA-2014-1727.html
http://www.securitytracker.com/id/1029524
https://exchange.xforce.ibmcloud.com/vulnerabilities/89891
http://secunia.com/advisories/55639
https://www.cve.org/CVERecord?id=CVE-2013-4517
https://nvd.nist.gov/vuln/detail/CVE-2013-4517

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2013-4517
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


