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CVE-2013-4520

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNINAP Certain versions of Libxslt from Xmlsoft contain the following
: vulnerability:

xslt.c in libxslt before 1.1.25 allows context-dependent attackers to
cause a denial of service (crash) via a stylesheet that embeds a DTD,
which causes a structure to be accessed as a different type. NOTE:
this issue is due to an incomplete fix for CVE-2012-2825.

CVE-2013-4520 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Security Advisory SA56072 { SECUNIA 56072

- SUSE update for libxslt -

Secunia

oss-sec: CVE Request: [ Patch | I3 MLIST [oss-security] 20131105 CVE Request: additional fix for CVE-2012-
additional fix for CVE-2012- 2825 libxslt crash

2825 libxslt crash

SUSE-SU-2013:1656-1 e SUSE SUSE-SU-2013:1656

oss-sec: Re: CVE Request:
additional fix for CVE-2012-
2825 libxslt crash text/html

(@ OSVDB 99671

I3 MLIST [oss-security] 20131105 Re: CVE Request: additional fix for CVE-
2012-2825 libxslt crash



https://cve.report/
https://cve.report/CVE-2013-4520/mitre
https://cve.report/CVE-2013-4520/nist
https://cve.report/CVE-2013-4520/cve_org
https://cve.report/CVE-2013-4520.pdf
http://cve.report/software/xmlsoft/libxslt
http://cve.report/vendor/xmlsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2013/http://secunia.com/advisories/56072
http://seclists.org/oss-sec/2013/q4/238
https://www.suse.com/support/update/announcement/2013/suse-su-20131656-1.html
http://seclists.org/oss-sec/2013/q4/239
http://www.osvdb.org/99671

Not Archived

Access Denied [ Exploit | {2y CONFIRM bugzilla.novell.com/show_bug.cgi?id=849019

bugzilla.novell.com
text/html

Crash compiling stylesheet  JETIET famisc
with DTD - Gitorious m gitorious.org/libxslt/libxslt/commit/7089a62b8f133b42a2981cf1f920a8b3fe9a8caa

text/html
Not Archived

SUSE-SU-2013:1654-1 [ www.suse.com | ow SUSE SUSE-SU-2013:1654

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Xmlsoft Libxslt 0.0.1 All All All
Application Xmlsoft Libxslt 0.1.0 All All All
Application Xmisoft Libxslt 0.10.0 All All All
Application Xmlsoft Libxslt 0.11.0 All All All
Application Xmisoft Libxslt 0.12.0 All All All
Application Xmisoft Libxslt 0.13.0 All All All
Application Xmlsoft Libxslt 0.14.0 All All All
Application Xmlsoft Libxslt 0.2.0 All All All
Application Xmlsoft Libxslt 0.3.0 All All All
Application Xmlsoft Libxslt 0.4.0 All All All
Application Xmlsoft Libxslt 0.5.0 All All All
Application Xmlsoft Libxslt 0.6.0 All All All
Application Xmlsoft Libxslt 0.7.0 All All All
Application Xmlsoft Libxslt 0.8.0 All All All
Application Xmisoft Libxslt 0.9.0 All All All
Application Xmlsoft Libxslt 1.0.0 All All All
Application Xmlsoft Libxslt 1.0.1 All All All
Application Xmlsoft Libxslt 1.0.10 All All All
Application Xmlsoft Libxslt 1.0.11 All All All



https://bugzilla.novell.com/show_bug.cgi?id=849019
https://web.archive.org/web/2013/https://gitorious.org/libxslt/libxslt/commit/7089a62b8f133b42a2981cf1f920a8b3fe9a8caa
https://www.suse.com/support/update/announcement/2013/suse-su-20131654-1.html
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cpe:2.3:a:xxmlsoft:libxslt:0.0.1:%: %

cpe:2.3:a:xxmlsoft:libxslt:0.1.0:%:%:%

cpe:2.3:a:xxmlsoft:libxslt:0.10.0:*:*: """

cpe:2.3:a:xxmlsoft:libxslt:0.11.0:*:* """

cpe:2.3:a:xxmlsoft:libxslt:0.12.0::*:***:*:*

cpe:2.3:a:xxmlsoft:libxslt:0.13.0:*:*: 7 :*:*

cpe:2.3:a:xxmlsoft:libxslt:0.14.0:*:****:*:*

cpe:2.3:a:xmlsoft:libxslt:0.2.0:%:*:*:*

cpe:2.3:a:xmlsoft:libxslt:0.3.0:%:%:*

cpe:2.3:a:xmlsoft:libxslt:0.4.0:%:*:*

cpe:2.3:a:xmlsoft:libxslt:0.5.0:%: %"
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Libxslt

Libxslt

Libxslt

Libxslt
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cpe:2.3:a:xmlsoft:libxslt:0.6.0:*:*:*:*

cpe:2.3:a:xmlsoft:libxslt:0.7.0:*:*:*

cpe:2.3:a:xmlisoft:libxslt:0.8.0::**:***:*:

cpe:2.3:a:xmlisoft:libxslt:0.9.0::**:***:*:

cpe:2.3:a:xxmlisoft:libxslt:1.0.0:*

cpe:2.3:a:xxmlisoft:libxslt:1.0.1:

Akak kKRR k.

cpe:2.3:a:xxmisoft:libxslt:1.0.10:* "

akak koK kR k.

cpe:2.3:a:xxmisoft:libxslt:1.0.11

Rk KoKk Rk,

cpe:2.3:a:xxmisoft:libxslt:1.0.12:* % %

ARk koK kR k.

cpe:2.3:a:xmisoft:libxslt:1.0.13:* %

kK koK ak Rk,

cpe:2.3:a:xmlisoft:libxslt:1.0. 14 "

Kk koK kR k.

cpe:2.3:a:xmisoft:libxslt:1.0.15:* % %

cpe:2.3:a:xmlsoft:libxslt:1.0.3:%:*:*:



KKk ok akak k.

cpe:2.3:a:xxmisoft:libxslt:1.0.33:**: "

cpe:2.3:a:xxmlisoft:libxslt:1.0.4:

cpe:2.3:a:xmlisoft:libxslt:1.0.5: "

cpe:2.3:a:xxmlisoft:libxslt:1.0.6:*: "

cpe:2.3:a:xxmlisoft:libxslt:1.0.7:* "

cpe:2.3:a:xmlisoft:libxslt:1.0.8:* ™

cpe:2.3:a:xxmlisoft:libxslt:1.0.9: "

cpe:2.3:a:xmlisoft:libxslt:1.

cpe:2.3:a:xmlisoft:libxslt:1.

cpe:2.3:a:xmlisoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xmlsoft:libxslt:1.1.

1.

—_

—_

—_

—_

—_

—_

—_

—_

—_

—_

—_

Sk ok akakakakak.

Bt

cpe:2.3:a:xxmlsoft:libxslt:1.1.2:%%:%

akLkLk ok Lk Kk,

cpe:2.3:a:xxmlsoft:libxslt:1.1.20: """

ARk koK k LKk,

cpe:2.3:a:xxmlsoft:libxslt:1.1.271 % *: "

ARk kKK kK,

cpe:2.3:a:xxmlsoft:libxslt:1.1.22:%:*:***:*:*:

ARk Lk kKR k.

cpe:2.3:a:xxmlsoft:libxslt:1.1.23:%:*:***:*:*:

cpe:2.3:a:xxmlsoft:libxslt:1.1.3:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.4:%*:*



cpe:2.3:a:xxmlsoft:libxslt:1.1.5:%**

cpe:2.3:a:xxmlsoft:libxslt:1.1.6:%:*:*

cpe:2.3:a:xxmlisoft:libxslt:1.1.7: %

cpe:2.3:a:xxmlisoft:libxslt:1.1.8:* "

cpe:2.3:a:xxmlisoft:libxslt:1.1.9: ™

cpe:2.3:a:xxmlisoft:libxslt:0.0.1:

cpe:2.3:a:xxmlisoft:libxslt:0.1.0:

cpe:2.3:a:xmisoft:libxslt:0.10.0:* "

kKR ak kR Lk

cpe:2.3:a:xmisoft:libxslt:0.11.0:* %

cpe:2.3:a:xmisoft:libxslt:0.12.0:* % %

cpe:2.3:a:xmisoft:libxslt:0.13.0:* % %

cpe:2.3:a:xxmlisoft:libxslt:0.14.0:* %

cpe:2.3:a:xxmlisoft:libxslt:0.2.0:* 7 :*:

cpe:2.3:a:xmlsoft:libxslt:0.3.0:%: %"

cpe:2.3:a:xxmlsoft:libxslt:0.4.0:%:%:":

cpe:2.3:a:xxmlsoft:libxslt:0.5.0:%:%: "

cpe:2.3:a:xmlsoft:libxslt:0.6.0:*:%:":

cpe:2.3:a:xxmlsoft:libxslt:0.7.0:%:%:

cpe:2.3:a:xmlsoft:libxslt:0.8.0:*:%:":*:*:

cpe:2.3:a:xmlsoft:libxslt:0.9.0:%:%: "

cpe:2.3:a:xxmlsoft:libxslt:1.0.0:%:%:%

cpe:2.3:a:xxmlsoft:libxslt:1.0.1:% %

ARk kK k LKk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.10: %"

ARk kKK kK,

cpe:2.3:a:xxmlsoft:libxslt:1.0.11:%:**** "

ARk kKR LKk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.12:%:*:** """

ARk Lk kKKK,

cpe:2.3:a:xxmlsoft:libxslt:1.0.13:%:*** %"

ARk kKKK k.

cpe:2.3:a:xxmlsoft:libxslt:1.0.14::*:***:*:*:

akLkLkokLk LRk,

cpe:2.3:a:xxmlsoft:libxslt:1.0.15: %% % *:*:



AkakLak ok akk k.

cpe:2.3:a:xxmlsoft:libxslt:1.0.16:*:*:***:*:*:

kKK oKk kK,

cpe:2.3:a:xxmlsoft:libxslt:1.0.17:% % *: %

kKR kR kK,

cpe:2.3:a:xmisoft:libxslt:1.0.18:* "

cpe:2.3:a:xmisoft:libxslt:1.0.19: "

cpe:2.3:a:xxmlisoft:libxslt:1.0.2:*: "

cpe:2.3:a:xxmlsoft:libxslt:1.0.4:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.0.5:%%:%

cpe:2.3:a:xmlsoft:libxslt:1.0.6:%:%:%:*:*

cpe:2.3:a:xxmlsoft:libxslt:1.0.7:%%:%

cpe:2.3:a:xmlsoft:libxslt:1.0.8:%:*:**

cpe:2.3:a:xmlsoft:libxslt:1.0.9:%:%:*

cpe:2.3:a:xxmlsoft:libxslt:1.1.0:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.1:%%:%

AkLkk kR LRk,

cpe:2.3:a:xxmisoft:libxslt:1.1.10: %% *: "
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cpe:2.3:a:xmlsoft:libxslt:1.1.

cpe:2.3:a:xxmlsoft:libxslt:1.1.3:%:%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.4:%%:"

cpe:2.3:a:xxmlsoft:libxslt:1.1.5:%%:%

cpe:2.3:a:xxmlsoft:libxslt:1.1.6:%:%:%:*

cpe:2.3:a:xxmlsoft:libxslt:1.1. 7%

cpe:2.3:a:xxmlsoft:libxslt:1.1.8:%:%:% "

cpe:2.3:a:xxmlsoft:libxslt:1.1.9:%:%:%

akLk kK kKKK,

cpe:2.3:a:xxmisoft:libxslt:*: ="

No vendor comments have been submitted for this CVE
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