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CVE-2013-4538

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Qemu from Qemu contain the foIIowing
’ vulnerability:

Multiple buffer overflows in the ssd0323_load function in
hw/display/ssd0323.c in QEMU before 1.7.2 allow remote attackers to
cause a denial of service (memory corruption) or possibly execute
arbitrary code via crafted (1) cmd_len, (2) row, or (3) col values; (4)
row_start and row_end values; or (5) col_star and col_end values in a

savevm image.

CVE-2013-4538 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
[Qemu-stable] [ANNOUNCE] m Z7 MLIST [Qemu-stable] 20140723 [ANNOUNCE] QEMU 1.7.2 Stable released
QEMU 1.7.2 Stable released
[SECURITY] Fedora 20 Update: FEDORA FEDORA-2014-6288
gemu-1.6.2-5.fc20
git.gemu.org Git - B MISC git.gemu.org/?
gemu.git/commit [ text/xml | p=gemu.git%3Ba=commit%3Bh=ead7a57df37d2187813a121308213f41591bd811
[Qemu-devel] [PATCH 00/23] Z7 MLIST [Qemu-devel] 20131213 [PATCH 00/23] gemu state loading issues
gemu state loading issues
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https://cve.report/
https://cve.report/CVE-2013-4538/mitre
https://cve.report/CVE-2013-4538/nist
https://cve.report/CVE-2013-4538/cve_org
https://cve.report/CVE-2013-4538.pdf
http://cve.report/software/qemu/qemu
http://cve.report/vendor/qemu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.nongnu.org/archive/html/qemu-stable/2014-07/msg00187.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-May/133345.html
http://git.qemu.org/?p=qemu.git%253Ba=commit%253Bh=ead7a57df37d2187813a121308213f41591bd811
http://lists.gnu.org/archive/html/qemu-devel/2013-12/msg00394.html
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Qemu Qemu 0.1.0 All All All
Application Qemu Qemu 0.1.1 All All All
Application Qemu Qemu 0.1.2 All All All
Application Qemu Qemu 0.1.3 All All All
Application Qemu Qemu 0.1.4 All All All
Application Qemu Qemu 0.1.5 All All All
Application Qemu Qemu 0.1.6 All All All
Application Qemu Qemu 0.10.0 All All All
Application Qemu Qemu 0.10.1 All All All
Application Qemu Qemu 0.10.2 All All All
Application Qemu Qemu 0.10.3 All All All
Application Qemu Qemu 0.10.4 All All All
Application Qemu Qemu 0.10.5 All All All
Application Qemu Qemu 0.10.6 All All All
Application Qemu Qemu 0.11.0 All All All
Application Qemu Qemu 0.11.0 rc0 All All
Application Qemu Qemu 0.11.0 rci All All
Application Qemu Qemu 0.11.0 rc2 All All
Application Qemu Qemu 0.11.0-rcO All All All
Application Qemu Qemu 0.11.0-rc1 All All All
Application Qemu Qemu 0.11.0-rc2 All All All
Application Qemu Qemu 0.11.1 All All All
Application Qemu Qemu 0.12.0 All All All
Application Qemu Qemu 0.12.0 rci All All
Application Qemu Qemu 0.12.0 rc2 All All
Application Qemu Qemu 0.12.1 All All All
Application Qemu Qemu 0.12.2 All All All

Application Qemu Qemu 0.12.3 All All All
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cpe:2.3:a:gemu:gemu:0.12.1 % e
cpe:2.3:a:gemu:gemu:0.12.2:% "
cpe:2.3:a:gemu:gemu:0.12.3:
cpe:2.3:a:gemu:gemu:0.12.4:%:%

cpe:2.3:a:gemu:gemu:0.12.5:% %

cpe:2.3:a:gemu:gemu:0.13.0: %

akLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.15.0:rc2:*:": %
cpe:2.3:a:gemu:gemu:0.15.1:%:%
cpe:2.3:a:gemu:gemu:0.15.2:%:%
cpe:2.3:a:gemu:gemu:0.2.0:* "
cpe:2.3:a:gemu:qemu:0.3.0:% "

cpe:2.3:a:gemu:gemu:0.4.0:% "

cpe:2.3:a:gemu:gemu:0.4. 1



cpe:2.3:a:gemu:gemu:0.4.2:* e

cpe:2.3:a:gemu:gemu:0.4.3:

cpe:2.3:a:gemu:gemu:0.5.0:*
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cpe:2.3:a:gemu:gemu:0.5.2:%
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cpe:2.3:a:gemu:gemu:0.5.4:*

cpe:2.3:a:gemu:gemu:0.5.5:

cpe:2.3:a:gemu:gemu:0.6.0:*

cpe:2.3:a:gemu:gemu:0.6.1:* e

cpe:2.3:a:gemu:gemu:0.7.0:*

cpe:2.3:a:gemu:gemu:0.7. 1

cpe:2.3:a:gemu:gemu:0.7.2:* "

cpe:2.3:a:gemu:gemu:0.8.0: "

cpe:2.3:a:gemu:gemu:0.8.1: "

cpe:2.3:a:gemu:gemu:0.8.2: "

cpe:2.3:a:gemu:gemu:0.9.0: "

cpe:2.3:a:gemu:gemu:0.9.1: "

dkkakukakak.

cpe:2.3:a:gemu:gemu:1.0:rc3: 7

dkukakukukak.

cpe:2.3:a:gemu:gemu:1.0:rcd ™

cpe:2.3:a:gemu:gemu:1.0.1 7 e

Ak kKK kKK,

cpe:2.3:a:gemu:gemu:t. 1 e
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cpe:2.3:a:gemu:gemu:i.4.2:

cpe:2.3:a:gemu:gemu:1.5.0:

cpe:2.3:a:gemu:gemu:1. 5.1

cpe:2.3:a:gemu:gemu:1.5.2:

cpe:2.3:a:gemu:gemu:1.5.3:

cpe:2.3:a:gemu:gemu:1.6.0: "

cpe:2.3:a:gemu:gemu:1.B6.1 e
cpe:2.3:a:gemu:gemu:1.6.2:* "
cpe:2.3:a:gemu:gemu:0.1.0:* %
cpe:2.3:a:gemu:gemu:0.1.1 77
cpe:2.3:a:gemu:gemu:0.1.2:%% %
cpe:2.3:a:gemu:gemu:0.1.3:%7 %
cpe:2.3:a:gemu:gemu:0.1.4:% 7
cpe:2.3:a:gemu:gemu:0.1.5: %%
cpe:2.3:a:gemu:gemu:0.1.6:% "
cpe:2.3:a:gemu:gemu:0.10.0: "
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cpe:2.3:a:gemu:gemu:0.10.2:%:%:

cpe:2.3:a:gemu:gemu:0.10.3:%:%:

cpe:2.3:a:gemu:gemu:0.10.4: "™



akakk oKk ak k.
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cpe:2.3:a:gemu:gemu:0.11.0:rcO: ™

KKk KLk k.

cpe:2.3:a:gemu:gemu:0.11.0:rct 7 %

Kk koK kKK,

cpe:2.3:a:gemu:gemu:0.11.0-rc2: "%

ARk koK kR k.
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Kk koK akak ok,

cpe:2.3:a:gemu:gemu:0.12.0: %

Sk KoKk ok,

cpe:2.3:a:gemu:gemu:0.12.0:rct %

cpe:2.3:a:gemu:gemu:0.12.1 7 "™

cpe:2.3:a:gemu:gemu:0.12.2:%:% %

cpe:2.3:a:gemu:gemu:0.12.3:%:%:

cpe:2.3:a:gemu:gemu:0.12.4:7 " ™

cpe:2.3:a:gemu:gemu:0.12.5:%:%

cpe:2.3:a:gemu:gemu:0.13.0:%:%:

akLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.14.0:rct "%

KLk Lk kKK,

cpe:2.3:a:gemu:gemu:0.14.0:rc2:*:* "

cpe:2.3:a:gemu:gemu:0.14.1:%:

kKK kKK,
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cpe:2.3:a:gemu:gemu:0.15.1 % "™

AkakLak ok akak k.

cpe:2.3:a:gemu:gemu:0.15.2:%:% %

cpe:2.3:a:gemu:gemu:0.2.0:*

cpe:2.3:a:gemu:gemu:0.3.0: e

cpe:2.3:a:gemu:gemu:0.4.0:* e

cpe:2.3:a:gemu:gemu:0.4. 1 e

cpe:2.3:a:gemu:gemu:0.4.2:%

cpe:2.3:a:gemu:gemu:0.4.3:*

cpe:2.3:a:gemu:gemu:0.5.0:% e

cpe:2.3:a:gemu:gemu:0.5. 1% e

cpe:2.3:a:gemu:gemu:0.5.2:%

cpe:2.3:a:gemu:gemu:0.5.3: "

cpe:2.3:a:gemu:gemu:0.5.4: "

cpe:2.3:a:gemu:gemu:0.5.5: "

cpe:2.3:a:gemu:gemu:0.6.0: " "

cpe:2.3:a:gemu:gemu:0.6.1: "

cpe:2.3:a:gemu:gemu:0.7.0: " e

cpe:2.3:a:gemu:gemu:0.7.1 7

cpe:2.3:a:gemu:gemu:0.7.2:* "

cpe:2.3:a:gemu:gemu:0.8.0: "

cpe:2.3:a:gemu:gemu:0.8.1: "

cpe:2.3:a:gemu:gemu:0.8.2: "

cpe:2.3:a:gemu:qemu:0.9.0:*: "

cpe:2.3:a:gemu:gemu:0.9.1 e

dkukakukakakak.

cpe:2.3:a:gemu:gemu:0.9.1-5:*
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cpe:2.3:a:gemu:gemu:1.0: e
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cpe:2.3:a:gemu:gemu:1.0:rct

dkkakkukak.
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cpe:2.3:a:gemu:gemu:t. e
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cpe:2.3:a:gemu:gemu:1.1ret

Lkk kR akak,

cpe:2.3:a:gemu:gemu:1.1rc3: "
cpe:2.3:a:gemu:gemu:t.1rcd: e
cpe:2.3:a:gemu:gemu:t.4. 1 e
cpe:2.3:a:gemu:gemu:t.4.2: e
cpe:2.3:a:gemu:gemu:1.5.0:% e

dkakak ok ak k.

cpe:2.3:a:gemu:gemu:1.5.0:rct

cpe:2.3:a:gemu:gemu:1.5. 1

cpe:2.3:a:gemu:gemu:1.5.2: "

cpe:2.3:a:gemu:gemu:1.5.3: "

cpe:2.3:a:gemu:gemu:1.6.0: "
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