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The usb_device_post_load function in hw/usb/bus.c in QEMU before 1.7.2 might allow remote attackers to execute arbitrar

Risk And Classification
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Problem Types: CWE-119
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Application Qemu Qemu 1.0 rc2 All All
Application Qemu Qemu 1.0 rc3 All All
Application Qemu Qemu 1.0 rc4 All All
Application Qemu Qemu 1.0.1 All All All
Application Qemu Qemu 1.1 All All All
Application Qemu Qemu 1.1 rci All All
Application Qemu Qemu 1.1 rc2 All All
Application Qemu Qemu 1.1 rc3 All All
Application Qemu Qemu 1.1 rc4 All All
Application Qemu Qemu 1.41 All All All
Application Qemu Qemu 1.4.2 All All All
Application Qemu Qemu 1.5.0 All All All
Application Qemu Qemu 1.5.0 rci All All
Application Qemu Qemu 1.5.0 rc2 All All
Application Qemu Qemu 1.5.0 rc3 All All
Application Qemu Qemu 1.5.1 All All All
Application Qemu Qemu 1.5.2 All All All
Application Qemu Qemu 1.5.3 All All All
Application Qemu Qemu 1.6.0 All All All
Application Qemu Qemu 1.6.0 rci All All
Application Qemu Qemu 1.6.0 rc2 All All
Application Qemu Qemu 1.6.0 rc3 All All
Application Qemu Qemu 1.6.1 All All All
Application Qemu Qemu 1.6.2 All All All
Application Qemu Qemu All All All All
Reference Source Link Tags
[Qemu-stable] [ANNOUNCE] QEMU 1.7.2 Stable released MLIST lists.nongnu.org Patch
Red Hat Customer Portal REDHAT rhn.redhat.com Patch, Vendor Advisory
Red Hat Customer Portal REDHAT rhn.redhat.com Patch, Vendor Advisory
[SECURITY] Fedora 20 Update: gemu-1.6.2-5.fc20 FEDORA lists.fedoraproject.org

git.gemu.org Git - gemu.git/commitdiff MISC git.gemu.org

git.gemu.org Git - gemu.git/commitdiff CONFIRM git.gemu.org Exploit
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://lists.nongnu.org/archive/html/qemu-stable/2014-07/msg00187.html
http://rhn.redhat.com/errata/RHSA-2014-0744.html
http://rhn.redhat.com/errata/RHSA-2014-0743.html
http://lists.fedoraproject.org/pipermail/package-announce/2014-May/133345.html
http://git.qemu.org/?p=qemu.git%253Ba=commitdiff%253Bh=9f8e9895c504149d7048e9fc5eb5cbb34b16e49a
http://git.qemu.org/?p=qemu.git;a=commitdiff;h=9f8e9895c504149d7048e9fc5eb5cbb34b16e49a
https://www.cve.org/CVERecord?id=CVE-2013-4541
https://nvd.nist.gov/vuln/detail/CVE-2013-4541

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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