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CVE CVE-2013-4584
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-15 15:15:00 UTC
Updated 2023-12-20 01:36:00 UTC
Description Perdition before 2.2 may have weak security when handling outbound connections, caused by an error in the STARTTLS I

/ |

1|

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Horms Perdition All All All All

Application Horms Perdition All All All All

Reference Source Link

oss-security - Re: perdition: ssl_outgoing_ciphers not applied to STARTTLS connections MISC www.openwall.com

Red Hat Customer Portal MISC access.redhat.com

IBM X-Force Exchange MISC exchange.xforce.ibmcloud.corr
Use specified ciphers for outgoing STARTLS connections - horms/perdition@62a0ce9 - GitHub  MISC github.com
CVE-2013-4584 MISC security-tracker.debian.org
Perdition SSL/TLS Certificate Validation Security Bypass Vulnerability MISC www.securityfocus.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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