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Summary

CVE CVE-2013-4590

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-26 14:55:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description Apache Tomcat before 6.0.39, 7.x before 7.0.50, and 8.x before 8.0.0-RC10 allows attackers to obtain "Tomcat internals" information by leveraging the presence of an untrusted web application with a context.xml, web.xml, *.jspx, *.tagx, or *.tld XML document containing an external entity declaration in conjunction with an entity reference, related to an XML External Entity (XXE) issue.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 1.1.3 All All All

Application Apache Tomcat 3.0 All All All

Application Apache Tomcat 3.1 All All All

Application Apache Tomcat 3.1.1 All All All

Application Apache Tomcat 3.2 All All All

Application Apache Tomcat 3.2.1 All All All

Application Apache Tomcat 3.2.2 All All All

Application Apache Tomcat 3.2.2 beta2 All All

Application Apache Tomcat 3.2.3 All All All

Application Apache Tomcat 3.2.4 All All All

Application Apache Tomcat 3.3 All All All

Application Apache Tomcat 3.3.1 All All All

Application Apache Tomcat 3.3.1a All All All

Application Apache Tomcat 3.3.2 All All All

Application Apache Tomcat 4 All All All

Application Apache Tomcat 4.0.0 All All All

Application Apache Tomcat 4.0.1 All All All
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Application Apache Tomcat 4.0.1 All All All

Application Apache Tomcat 4.0.2 All All All

Application Apache Tomcat 4.0.3 All All All

Application Apache Tomcat 4.0.4 All All All

Application Apache Tomcat 4.0.5 All All All

Application Apache Tomcat 4.0.6 All All All

Application Apache Tomcat 4.1.0 All All All

Application Apache Tomcat 4.1.1 All All All

Application Apache Tomcat 4.1.10 All All All

Application Apache Tomcat 4.1.12 All All All

Application Apache Tomcat 4.1.15 All All All

Application Apache Tomcat 4.1.2 All All All

Application Apache Tomcat 4.1.24 All All All

Application Apache Tomcat 4.1.28 All All All

Application Apache Tomcat 4.1.29 All All All

Application Apache Tomcat 4.1.3 All All All

Application Apache Tomcat 4.1.3 beta All All

Application Apache Tomcat 4.1.31 All All All

Application Apache Tomcat 4.1.36 All All All

Application Apache Tomcat 4.1.9 beta All All

Application Apache Tomcat 5 All All All

Application Apache Tomcat 5.0.0 All All All

Application Apache Tomcat 5.0.1 All All All

Application Apache Tomcat 5.0.10 All All All

Application Apache Tomcat 5.0.11 All All All

Application Apache Tomcat 5.0.12 All All All

Application Apache Tomcat 5.0.13 All All All

Application Apache Tomcat 5.0.14 All All All

Application Apache Tomcat 5.0.15 All All All

Application Apache Tomcat 5.0.16 All All All

Application Apache Tomcat 5.0.17 All All All

Application Apache Tomcat 5.0.18 All All All

Application Apache Tomcat 5.0.19 All All All

Application Apache Tomcat 5.0.2 All All All

Application Apache Tomcat 5.0.21 All All All

Application Apache Tomcat 5.0.22 All All All
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Application Apache Tomcat 5.0.23 All All All

Application Apache Tomcat 5.0.24 All All All

Application Apache Tomcat 5.0.25 All All All

Application Apache Tomcat 5.0.26 All All All

Application Apache Tomcat 5.0.27 All All All

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.0.29 All All All

Application Apache Tomcat 5.0.3 All All All

Application Apache Tomcat 5.0.30 All All All

Application Apache Tomcat 5.0.4 All All All

Application Apache Tomcat 5.0.5 All All All

Application Apache Tomcat 5.0.6 All All All

Application Apache Tomcat 5.0.7 All All All

Application Apache Tomcat 5.0.8 All All All

Application Apache Tomcat 5.0.9 All All All

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.25 All All All

Application Apache Tomcat 5.5.26 All All All

Application Apache Tomcat 5.5.27 All All All
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Application Apache Tomcat 5.5.27 All All All

Application Apache Tomcat 5.5.28 All All All

Application Apache Tomcat 5.5.29 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.30 All All All

Application Apache Tomcat 5.5.31 All All All

Application Apache Tomcat 5.5.32 All All All

Application Apache Tomcat 5.5.33 All All All

Application Apache Tomcat 5.5.34 All All All

Application Apache Tomcat 5.5.35 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6 All All All

Application Apache Tomcat 6.0 All All All

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.0 alpha All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.1 alpha All All

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.15 All All All

Application Apache Tomcat 6.0.16 All All All

Application Apache Tomcat 6.0.17 All All All

Application Apache Tomcat 6.0.18 All All All

Application Apache Tomcat 6.0.19 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.2 alpha All All

Application Apache Tomcat 6.0.2 beta All All

Application Apache Tomcat 6.0.20 All All All
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Application Apache Tomcat 6.0.24 All All All

Application Apache Tomcat 6.0.26 All All All

Application Apache Tomcat 6.0.27 All All All

Application Apache Tomcat 6.0.28 All All All

Application Apache Tomcat 6.0.29 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.30 All All All

Application Apache Tomcat 6.0.31 All All All

Application Apache Tomcat 6.0.32 All All All

Application Apache Tomcat 6.0.33 All All All

Application Apache Tomcat 6.0.35 All All All

Application Apache Tomcat 6.0.36 All All All

Application Apache Tomcat 7.0.0 All All All

Application Apache Tomcat 7.0.0 beta All All

Application Apache Tomcat 7.0.1 All All All

Application Apache Tomcat 7.0.10 All All All

Application Apache Tomcat 7.0.11 All All All

Application Apache Tomcat 7.0.12 All All All

Application Apache Tomcat 7.0.13 All All All

Application Apache Tomcat 7.0.14 All All All

Application Apache Tomcat 7.0.15 All All All

Application Apache Tomcat 7.0.16 All All All

Application Apache Tomcat 7.0.17 All All All

Application Apache Tomcat 7.0.18 All All All

Application Apache Tomcat 7.0.19 All All All

Application Apache Tomcat 7.0.2 All All All

Application Apache Tomcat 7.0.2 beta All All

Application Apache Tomcat 7.0.20 All All All

Application Apache Tomcat 7.0.21 All All All

Application Apache Tomcat 7.0.22 All All All

Application Apache Tomcat 7.0.23 All All All

Application Apache Tomcat 7.0.24 All All All

Application Apache Tomcat 7.0.25 All All All

Application Apache Tomcat 7.0.26 All All All

Application Apache Tomcat 7.0.27 All All All
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Application Apache Tomcat 7.0.28 All All All

Application Apache Tomcat 7.0.29 All All All

Application Apache Tomcat 7.0.3 All All All

Application Apache Tomcat 7.0.30 All All All

Application Apache Tomcat 7.0.31 All All All

Application Apache Tomcat 7.0.32 All All All

Application Apache Tomcat 7.0.33 All All All

Application Apache Tomcat 7.0.34 All All All

Application Apache Tomcat 7.0.35 All All All

Application Apache Tomcat 7.0.36 All All All

Application Apache Tomcat 7.0.37 All All All

Application Apache Tomcat 7.0.38 All All All

Application Apache Tomcat 7.0.39 All All All

Application Apache Tomcat 7.0.4 All All All

Application Apache Tomcat 7.0.4 beta All All

Application Apache Tomcat 7.0.40 All All All

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.43 All All All

Application Apache Tomcat 7.0.44 All All All

Application Apache Tomcat 7.0.45 All All All

Application Apache Tomcat 7.0.46 All All All

Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 8.0.0 rc2 All All

Application Apache Tomcat 8.0.0 rc3 All All

Application Apache Tomcat 8.0.0 rc4 All All

Application Apache Tomcat 8.0.0 rc5 All All

Application Apache Tomcat 8.0.0 rc6 All All

Application Apache Tomcat 8.0.0 rc7 All All

Application Apache Tomcat 8.0.0 rc8 All All

Application Apache Tomcat 8.0.0 rc9 All All

Application Apache Tomcat 1.1.3 All All All

Application Apache Tomcat 3.0 All All All

Application Apache Tomcat 3.1 All All All

Application Apache Tomcat 3.1.1 All All All
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Application Apache Tomcat 3.1.1 All All All

Application Apache Tomcat 3.2 All All All

Application Apache Tomcat 3.2.1 All All All

Application Apache Tomcat 3.2.2 All All All

Application Apache Tomcat 3.2.2 beta2 All All

Application Apache Tomcat 3.2.3 All All All

Application Apache Tomcat 3.2.4 All All All

Application Apache Tomcat 3.3 All All All

Application Apache Tomcat 3.3.1 All All All

Application Apache Tomcat 3.3.1a All All All

Application Apache Tomcat 3.3.2 All All All

Application Apache Tomcat 4 All All All

Application Apache Tomcat 4.0.0 All All All

Application Apache Tomcat 4.0.1 All All All

Application Apache Tomcat 4.0.2 All All All

Application Apache Tomcat 4.0.3 All All All

Application Apache Tomcat 4.0.4 All All All

Application Apache Tomcat 4.0.5 All All All

Application Apache Tomcat 4.0.6 All All All

Application Apache Tomcat 4.1.0 All All All

Application Apache Tomcat 4.1.1 All All All

Application Apache Tomcat 4.1.10 All All All

Application Apache Tomcat 4.1.12 All All All

Application Apache Tomcat 4.1.15 All All All

Application Apache Tomcat 4.1.2 All All All

Application Apache Tomcat 4.1.24 All All All

Application Apache Tomcat 4.1.28 All All All

Application Apache Tomcat 4.1.29 All All All

Application Apache Tomcat 4.1.3 All All All

Application Apache Tomcat 4.1.3 beta All All

Application Apache Tomcat 4.1.31 All All All

Application Apache Tomcat 4.1.36 All All All

Application Apache Tomcat 4.1.9 beta All All

Application Apache Tomcat 5 All All All

Application Apache Tomcat 5.0.0 All All All

Application Apache Tomcat 5.0.1 All All All
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Application Apache Tomcat 5.0.10 All All All

Application Apache Tomcat 5.0.11 All All All

Application Apache Tomcat 5.0.12 All All All

Application Apache Tomcat 5.0.13 All All All

Application Apache Tomcat 5.0.14 All All All

Application Apache Tomcat 5.0.15 All All All

Application Apache Tomcat 5.0.16 All All All

Application Apache Tomcat 5.0.17 All All All

Application Apache Tomcat 5.0.18 All All All

Application Apache Tomcat 5.0.19 All All All

Application Apache Tomcat 5.0.2 All All All

Application Apache Tomcat 5.0.21 All All All

Application Apache Tomcat 5.0.22 All All All

Application Apache Tomcat 5.0.23 All All All

Application Apache Tomcat 5.0.24 All All All

Application Apache Tomcat 5.0.25 All All All

Application Apache Tomcat 5.0.26 All All All

Application Apache Tomcat 5.0.27 All All All

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.0.29 All All All

Application Apache Tomcat 5.0.3 All All All

Application Apache Tomcat 5.0.30 All All All

Application Apache Tomcat 5.0.4 All All All

Application Apache Tomcat 5.0.5 All All All

Application Apache Tomcat 5.0.6 All All All

Application Apache Tomcat 5.0.7 All All All

Application Apache Tomcat 5.0.8 All All All

Application Apache Tomcat 5.0.9 All All All

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All
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Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.25 All All All

Application Apache Tomcat 5.5.26 All All All

Application Apache Tomcat 5.5.27 All All All

Application Apache Tomcat 5.5.28 All All All

Application Apache Tomcat 5.5.29 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.30 All All All

Application Apache Tomcat 5.5.31 All All All

Application Apache Tomcat 5.5.32 All All All

Application Apache Tomcat 5.5.33 All All All

Application Apache Tomcat 5.5.34 All All All

Application Apache Tomcat 5.5.35 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6 All All All

Application Apache Tomcat 6.0 All All All

Application Apache Tomcat 6.0.0 All All All

Application Apache Tomcat 6.0.0 alpha All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.1 alpha All All

Application Apache Tomcat 6.0.10 All All All
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Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.15 All All All

Application Apache Tomcat 6.0.16 All All All

Application Apache Tomcat 6.0.17 All All All

Application Apache Tomcat 6.0.18 All All All

Application Apache Tomcat 6.0.19 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.2 alpha All All

Application Apache Tomcat 6.0.2 beta All All

Application Apache Tomcat 6.0.20 All All All

Application Apache Tomcat 6.0.24 All All All

Application Apache Tomcat 6.0.26 All All All

Application Apache Tomcat 6.0.27 All All All

Application Apache Tomcat 6.0.28 All All All

Application Apache Tomcat 6.0.29 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.30 All All All

Application Apache Tomcat 6.0.31 All All All

Application Apache Tomcat 6.0.32 All All All

Application Apache Tomcat 6.0.33 All All All

Application Apache Tomcat 6.0.35 All All All

Application Apache Tomcat 6.0.36 All All All

Application Apache Tomcat 7.0.0 All All All

Application Apache Tomcat 7.0.0 beta All All

Application Apache Tomcat 7.0.1 All All All

Application Apache Tomcat 7.0.10 All All All

Application Apache Tomcat 7.0.11 All All All

Application Apache Tomcat 7.0.12 All All All

Application Apache Tomcat 7.0.13 All All All

Application Apache Tomcat 7.0.14 All All All

Application Apache Tomcat 7.0.15 All All All

Application Apache Tomcat 7.0.16 All All All
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Application Apache Tomcat 7.0.17 All All All

Application Apache Tomcat 7.0.18 All All All

Application Apache Tomcat 7.0.19 All All All

Application Apache Tomcat 7.0.2 All All All

Application Apache Tomcat 7.0.2 beta All All

Application Apache Tomcat 7.0.20 All All All

Application Apache Tomcat 7.0.21 All All All

Application Apache Tomcat 7.0.22 All All All

Application Apache Tomcat 7.0.23 All All All

Application Apache Tomcat 7.0.24 All All All

Application Apache Tomcat 7.0.25 All All All

Application Apache Tomcat 7.0.26 All All All

Application Apache Tomcat 7.0.27 All All All

Application Apache Tomcat 7.0.28 All All All

Application Apache Tomcat 7.0.29 All All All

Application Apache Tomcat 7.0.3 All All All

Application Apache Tomcat 7.0.30 All All All

Application Apache Tomcat 7.0.31 All All All

Application Apache Tomcat 7.0.32 All All All

Application Apache Tomcat 7.0.33 All All All

Application Apache Tomcat 7.0.34 All All All

Application Apache Tomcat 7.0.35 All All All

Application Apache Tomcat 7.0.36 All All All

Application Apache Tomcat 7.0.37 All All All

Application Apache Tomcat 7.0.38 All All All

Application Apache Tomcat 7.0.39 All All All

Application Apache Tomcat 7.0.4 All All All

Application Apache Tomcat 7.0.4 beta All All

Application Apache Tomcat 7.0.40 All All All

Application Apache Tomcat 7.0.41 All All All

Application Apache Tomcat 7.0.42 All All All

Application Apache Tomcat 7.0.43 All All All

Application Apache Tomcat 7.0.44 All All All

Application Apache Tomcat 7.0.45 All All All

Application Apache Tomcat 7.0.46 All All All
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Application Apache Tomcat 7.0.50 All All All

Application Apache Tomcat 8.0.0 rc1 All All

Application Apache Tomcat 8.0.0 rc2 All All

Application Apache Tomcat 8.0.0 rc3 All All

Application Apache Tomcat 8.0.0 rc4 All All

Application Apache Tomcat 8.0.0 rc5 All All

Application Apache Tomcat 8.0.0 rc6 All All

Application Apache Tomcat 8.0.0 rc7 All All

Application Apache Tomcat 8.0.0 rc8 All All

Application Apache Tomcat 8.0.0 rc9 All All

Application Apache Tomcat All All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Oracle Solaris 11.2 All All All

Operating System Oracle Solaris 11.2 All All All
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'[security bulletin] HPSBOV03503 rev.1 - HP OpenVMS CSWS_JAVA running Tomcat, Multiple Remote Vulnera' - MARC

Debian -- Security Information -- DSA-3530-1 tomcat6
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IBM Security Bulletin: Rational Test Control Panel in Rational Test Workbench and Rational Test Virtualization Server affected by Apache Tomcat vulnerablity (CVE-2013-4286, CVE-2013-4322, CVE-2013-4590) - United States

Security Advisory SA59724 - IBM Rational Test Workbench / Virtualization Server Apache Tomcat Two Vulnerabilities - Secunia
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Security Advisory SA59036 - IBM QRadar SIEM Multiple Vulnerabilities - Secunia

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Apache Tomcat® - Apache Tomcat 8 vulnerabilities
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[Apache-SVN] Revision 1549529

IBM Security Bulletin: Multiple vulnerabilities in Apache Tomcat used by IBM QRadar Security Information and Event Manager 7.1 MR2, and 7.2 MR2. (CVE-2013-4286, CVE-2014-0033, CVE-2013-4322, CVE-2013-4590) - United States
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Apache Tomcat® - Apache Tomcat 6 vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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