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CVE-2013-4592

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACHAUNICNENAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Memory leak in the __kvm_set_memory_region function in
virt/kvm/kvm_main.c in the Linux kernel before 3.9 allows local users to
cause a denial of service (memory consumption) by leveraging certain
device access to trigger movement of memory slots.

CVE-2013-4592 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity
[ HIGH 3
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NON |
CVE References
Description Tags Link
USN-2115-1: Linux kernel [ www.ubuntu.com | @® UBUNTU USN-2115-1
(OMAP4) vulnerabilities | text/html
Ubuntu
Bug 1031702 — CVE-2013- {7) CONFIRM bugzilla.redhat.com/show_bug.cgi?id=1031702

4592 kernel: kvm: memory
leak when memory slot is
moved with assigned device

kernel/git/torvalds/linux.git - [ETIETE @) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-
Linux kernel source tree [ Patch | 2.6.git%3Ba=commit%3Bh=12d6e7538e2d418c08f082b1b44ffa5fb7270ed8

Not Archived

oss-security - CVE-2013- ¢ > MLIST [oss-security] 20131118 CVE-2013-4592 -- Linux kernel: kvm: memory

4RQ2 __ | innix kernal: kvm- | tovi/him] | leak whan mamarv clnt ia mnved with accinnad devire
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http://www.openwall.com/lists/oss-security/2013/11/18/3
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memory leak when memory
slot is moved with assigned
device

KVM: Fix iommu
map/unmap to handle
memory slot moves -
torvalds/linux@e40f193 -
GitHub

Red Hat Customer Portal

USN-2067-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

USN-2111-1: Linux kernel
(Quantal HWE)
vulnerabilities | Ubuntu

Red Hat Customer Portal

access.redhat.com | CVE-
2013-4592

USN-2114-1: Linux kernel
vulnerabilities | Ubuntu

USN-2066-1: Linux kernel
vulnerabilities | Ubuntu

kernel/git/torvalds/linux.git -
Linux kernel source tree

USN-2112-1: Linux kernel
(Raring HWE)
vulnerabilities | Ubuntu

KVM: perform an invalid
memeslot step for gpa base
change -
torvalds/linux@12d6e75 -
GitHub

openSUSE-SU-2014:0247-
1: moderate: kernel update

USN-2116-1: Linux kernel
(OMAP4) vulnerabilities |
Ubuntu

text/html

text/html

text/html

web.archive.org
text/html

Inactive Link™ Not Archived

access.redhat.com
text/html

text/html

text/html

web.archive.org
text/html

Inactive Link™ Not Archived

text/html

text/html

lists.opensuse.org
text/html

www.kernel.org

application/x-bzip2

text/html

UGN YV IV IV IV ) DIV IO TV Y UM YU RUUITY VM M Y Tu

¢) CONFIRM
github.com/torvalds/linux/commit/e40f193f5bb022e927a57a4f5d5194e4f12ddb74

& MISC access.redhat.com/errata/RHSA-2013:1645

® UBUNTU USN-2067-1

@® UBUNTU USN-2111-1

& REDHAT RHSA-2013:1645

& MISC access.redhat.com/security/cve/CVE-2013-4592
@® UBUNTU USN-2114-1

® UBUNTU USN-2066-1

) MISC git.kernel.org/?p=linux/kernel/git/torvalds/linux-

2.6.9it%3Ba=commit%3Bh=e40f193f5bb022e927a57a4f5d5194e4f12ddb74

® UBUNTU USN-2112-1

() CONFIRM
github.com/torvalds/linux/commit/12d6e7538e2d418c08f082b1b44ffa5fb7270ed8

9 SUSE openSUSE-SU-2014:0247

A CONFIRM www kernel.org/pub/linux/kernel/v3.x/patch-3.9.bz2

@® UBUNTU USN-2116-1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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cpe:2.3:0:linux:linux_kernel:3.0.1:*:*:***:":*:

akk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.10:*: """

Ak KLk LK LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: """
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Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.19: "™

cpe:2.3:0:linux:linux_kernel:3.0.2:%:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.21 "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.22:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.24:*:*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.25:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:***:*:*:

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.37:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*: """

cpe:2.3:0:linux:linux_kernel:3.0.4::*:***:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.40:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.41:*
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Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:*:**:**:*:

R R

cpe:2.3:0:linux:linux_kernel:3.0.45: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.49:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.5:*:*:**:**::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.51 " "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.52:*:*:*:*:*:*:*:

aKLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.61:*: """

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:*:*:*:*:

akk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*: """

ARk kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*: """

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.68:™: " "™



cpe:2.3:0:linux:linux_kernel:3.0.7:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.9:

cpe:2.3:0:linux:linux_kernel:3.1:*:*****:*:

Rk ok akakak.

cpe:2.3:0:linux:linux_kernel:3.1:rct ™

Rk kR akuk.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:**:*:*:

R

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:*:**:*:*:
ek akokakakok.

cpe:2.3:0:linux:linux_kernel:3.1:rcd:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.1:

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.1.4:*:****:**:

cpe:2.3:0:linux:linux_kernel:3.1.5:* %" *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:% """

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.9: 7 *:*:*:

cpe:2.3:0:linux:linux_kernel:3.2:%:*: "

akkukokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc4: "

akLk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:*:*: "

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7: "

cpe:2.3:0:linux:linux_kernel:3.2.1: " *:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.11 7



Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.2.13:*:*:**:**:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.2.14: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.15: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.17:* "™

Kk kKoK kK,

cpe:2.3:0:linux:linux_kernel:3.2.18:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.2:%:*:**:*:*::

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.20:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.22:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.23:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.9::*:***:*:*:

dk Lk ak ok akakuk.

cpe:2.3:0:linux:linux_kernel:3.3:*: "



KKk ok akuk.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

akakkakkuk.

cpe:2.3:0:linux:linux_kernel:3.3:rcd:*:*:*:*:*:*:

KRk ok akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5: " *:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc7:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.1:

cpe:2.3:0:linux:linux_kernel:3.3.2:%:*:**:**::

cpe:2.3:0:linux:linux_kernel:3.3.3:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:***:

cpe:2.3:0:linux:linux_kernel:3.3.5:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7:% " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.4:*:*:":

cpe:2.3:0:linux:linux_kernel:3.4.1:*:*** "

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4.10: "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.4. 11 "

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.12:* %"

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.13:*: """

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.4.14:* x>



Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.15:****:*

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.16:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.18:*: "™
cpe:2.3:0:linux:linux_kernel:3.4.19: "™
cpe:2.3:0:linux:linux_kernel:3.4.2:%: %

cpe:2.3:0:linux:linux_kernel:3.4.20:* " :*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.21 """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.22:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.23:*:*:***:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.24:**:***:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.25:*: %" %"

cpe:2.3:0:linux:linux_kernel:3.4.3:*:*: """

cpe:2.3:0:linux:linux_kernel:3.4.4::*:** """

cpe:2.3:0:linux:linux_kernel:3.4.5:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.4.7:*:****:**:

cpe:2.3:0:linux:linux_kernel:3.4.8:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.4.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.2:*:*:***:*:*:

cpe:2.3:0:linux:linux kernel:3.5.3:*:*:**:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.5.4:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.5:*****:**:

cpe:2.3:0:linux:linux_kernel:3.5.6:*: " ::

cpe:2.3:0:linux:linux_kernel:3.5.7:

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.6.10:* " :*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.6.11: "™

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*: "

cpe:2.3:0:linux:linux_kernel:3.7.1: " """

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*:***:":*:

cpe:2.3:0:linux:linux_kernel:3.7.3: " %:*:

cpe:2.3:0:linux:linux_kernel:3.7.4: """

cpe:2.3:0:linux:linux_kernel:3.7.5:: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.7::****: %"

cpe:2.3:0:linux:linux_kernel:3.7.8::*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.7.9:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.0::*:**:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.8.1:*:*:**:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.10:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.11: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.8.13:*: "™

cpe:2.3:0:linux:linux_kernel:3.8.2:%:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.8.5:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.7:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:*:**:*:*:

ARk Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc4: "

akak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc5: "

dkk Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.0:rc7: "

cpe:2.3:0:linux:linux_kernel:3.0.1: "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.10:*:

AnnD iaclinniveliniiv barnal:Q N A A Fokakackakakk,



Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: "™

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.14: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.15: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.17:****:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.2:%:*:**:**::

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.20:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.21 %"

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*:*:**:*:*:

akLk LKLk LKL KLk,

cpe:2.3:0:linux:linux_kernel:3.0.30:*:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.32:*:*: """

ARk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.33:*: """

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.35:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.36:*:*:*:*:*:*:*:

Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.37: " "™



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.4:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.40: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.41: ™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.43:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.44 """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.45:* """

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.47::*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.48:*:*:* """

akk kLKL K LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.59:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.6::*: " *:*:

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.60:*:*:*:*:*:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.62:*:*:*:*:*:*:*:



akk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.63:*:*:*:*:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*:**:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:*:*:**:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*: "™
cpe:2.3:0:linux:linux_kernel:3.0.68:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.0.7:
cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*::

dkakak kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:*:*:*:**:*:*:

kakak ok akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.1:rc3:*:":*:*

cpe:2.3:0:linux:linux_kernel:3.1.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.3:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.1.7: """

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.9:*:****:*:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:3.2:%:*:*:

dkak Lk okakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc2:*:*:*:*:*::

dkak kR akuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

dkakukakakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5: " " *:



KRk akakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:***::

cpe:2.3:0:linux:linux_kernel:3.2.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.1 1 ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.12:**:* "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.2.13:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.15:* "1™

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:***:*:*:

Ak kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.2.27:*: """

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.28:*:*:* """
cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.2.30:*:*: """

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.5:*:****:*:*:



cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.2.7:**:***:**:
cpe:2.3:0:linux:linux_kernel:3.2.8: " " ::
cpe:2.3:0:linux:linux_kernel:3.2.9: "
P

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

Rk kR kak.

cpe:2.3:0:linux:linux_kernel:3.3:rc1:*:*:***:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

KRk akakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

Rk koK akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

Rk akakak k.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc7:*:":*:*

cpe:2.3:0:linux:linux_kernel:3.3.1: " """

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*:* " *:*:

cpe:2.3:0:linux:linux_kernel:3.4:%:*: "

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc1: "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:*:*:*:

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4: "

dkak Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*::
akakakakakak.

cpe:2.3:0:linux:linux_kernel:3.4:rc7: "

cpe:2.3:0:linux:linux_kernel:3.4.1: % **:*:*:



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.4.10:*:**

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.12: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.4.13:*: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.14: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.4.16:*:*: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.17:****:**:

Kk kKoK oKk,

cpe:2.3:0:linux:linux_kernel:3.4.19:* " "™

cpe:2.3:0:linux:linux_kernel:3.4.2:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.4.20:*:*:* """

cpe:2.3:0:linux:linux_kernel:3.4.3:*:*:* """

ARk LKk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.4.31:* "
cpe:2.3:0:linux:linux_kernel:3.4.32:*: "
cpe:2.3:0:linux:linux_kernel:3.4.4::****: "

cpe:2.3:0:linux:linux_kernel:3.4.5::****:*:*:

cpe:2.3:0:linux:linux_kernel:3.4.6:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.4.7:*:*:***:**:

cpe:2.3:0:linux:linux_kernel:3.4.8:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.4.9:

cpe:2.3:0:linux:linux_kernel:3.5.1

cpe:2.3:0:linux:linux_kernel:3.5.2:*:

cpe:2.3:0:linux:linux_kernel:3.5.3:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.4:*:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.5:%:***:**::

cpe:2.3:0:linux:linux_kernel:3.5.6:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.5.7 % :**::

dkakakakakakak.

cpe:2.3:0:linux:linux_kernel:3.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.4:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.5:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.6.9:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7:*:*: "

cpe:2.3:0:linux:linux_kernel:3.7.1: %"

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.7.10: "

cpe:2.3:0:linux:linux_kernel:3.7.2:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.3:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.4:****:*:*:

rne? R:aclinniyliniiy karnal:R 7 Rexkkokakkok.



cpe:2.3:0:linux:linux_kernel:3.7.6:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.7.7:*****:**:

cpe:2.3:0:linux:linux_kernel:3.7.8:

cpe:2.3:0:linux:linux_kernel:3.7.9:

cpe:2.3:0:linux:linux_kernel:3.8.0:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:3.8.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.10: "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.11:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.8.12:* %" "1™
cpe:2.3:0:linux:linux_kernel:3.8.13:**:***:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.3:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.4:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.5: " *:*:
cpe:2.3:0:linux:linux_kernel:3.8.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:3.8.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.8.9:*:*:*:**:*:*:

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc4: "

akk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc5:* "

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.9:rc6:*:*:*:*:*::

No vendor comments have been submitted for this CVE
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