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Summary

CVE CVE-2013-4668

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-18 16:51:00 UTC

Updated 2021-04-28 18:34:00 UTC

Description Directory traversal vulnerability in File Roller 3.6.x before 3.6.4, 3.8.x before 3.8.3, and 3.9.x before 3.9.3, when libarchive is used, allows remote attackers to create arbitrary files via a crafted archive that is not properly handled in a "Keep directory structure" action, related to fr-archive-libarchive.c and fr-window.c.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Application File Roller Project File Roller All All All All

Application File Roller Project File Roller 3.6.0 All All All

Application File Roller Project File Roller 3.6.1 All All All

Application File Roller Project File Roller 3.6.1.1 All All All

Application File Roller Project File Roller 3.6.2 All All All

Application File Roller Project File Roller 3.8.0 All All All

Application File Roller Project File Roller 3.8.1 All All All

Application File Roller Project File Roller 3.9.0 All All All

Application Paolo Bacchilega File Roller 3.6.0 All All All

Application Paolo Bacchilega File Roller 3.6.1 All All All

Application Paolo Bacchilega File Roller 3.6.1.1 All All All

Application Paolo Bacchilega File Roller 3.6.2 All All All

Application Paolo Bacchilega File Roller 3.8.0 All All All

Application Paolo Bacchilega File Roller 3.8.1 All All All

Application Paolo Bacchilega File Roller 3.9.0 All All All
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Application Paolo Bacchilega File Roller 3.9.0 All All All

Application Paolo Bacchilega File Roller 3.6.0 All All All

Application Paolo Bacchilega File Roller 3.6.1 All All All

Application Paolo Bacchilega File Roller 3.6.1.1 All All All

Application Paolo Bacchilega File Roller 3.6.2 All All All

Application Paolo Bacchilega File Roller 3.8.0 All All All

Application Paolo Bacchilega File Roller 3.8.1 All All All

Application Paolo Bacchilega File Roller 3.9.0 All All All

References

Reference Source Link Tags

libarchive: sanitize filenames before extracting (b1472812) · Commits · GNOME / file-roller · GitLab CONFIRM git.gnome.org Patch

USN-1906-1: File Roller vulnerability | Ubuntu UBUNTU www.ubuntu.com

Security Advisory SA54351 - SUSE update for file-roller - Secunia SECUNIA secunia.com

oCERT.org - oCERT Advisories MISC www.ocert.org

openSUSE-SU-2013:1281-1: moderate: file-roller to sanitize path names SUSE lists.opensuse.org

20130708 [oCERT-2013-001] File Roller path sanitization errors BUGTRAQ archives.neohapsis.com

File Roller CVE-2013-4668 Multiple Directory Traversal Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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