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Summary

CVE CVE-2013-4669

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-25 14:38:00 UTC

Updated 2015-11-04 17:34:00 UTC

Description FortiClient before 4.3.5.472 on Windows, before 4.0.3.134 on Mac OS X, and before 4.0 on Android; FortiClient Lite before 4.3.4.461 on Windows; FortiClient Lite 2.0 through 2.0.0223 on Android; and FortiClient SSL VPN before 4.0.2258 on Linux proceed with an SSL session after determining that the server's X.509 certificate is invalid, which allows man-in-the-middle attackers to obtain sensitive information by leveraging a password transmission that occurs before the user warning about the certificate problem.

Risk And Classification

Problem Types: CWE-255 | CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Fortinet Forticlient All All All All

Application Fortinet Forticlient All All All All

Application Fortinet Forticlient Lite All All All All

Application Fortinet Forticlient Lite All All All All

Application Fortinet Forticlient Ssl Vpn All All All All

Operating System Google Android All All All All

Operating System Google Android All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All
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Objectif Sécurité - Forticlient critical vulnerability MISC objectif-securite.ch

20130501 Forticlient VPN client credential interception vulnerability FULLDISC archives.neohapsis.com

FortiGuard.com | Potential Man-In-The Middle Vulnerability in FortiClient VPN CONFIRM www.fortiguard.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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