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Buffer overflow in flowd in Juniper Junos 10.4 before 10.4S14, 11.4 before 11.4R7, 12.1 before 12.1R6, and 12.1X44 befor
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Juniper Junos 10.4 All All All
Juniper Junos 11.4 All All All
Juniper Junos 12.1 All All All
Juniper Junos 12.1x44 All All All
Juniper Junos 10.4 All All All
Juniper Junos 1.4 All All All
Juniper Junos 12.1 All All All
Juniper Junos 12.1x44 All All All
Juniper Srx100 - All All All
Juniper Srx100 - All All All
Juniper Srx110 - All All All
Juniper Srx110 - All All All
Juniper Srx1400 - All All All
Juniper Srx1400 - All All All
Juniper Srx210 - All All All
Juniper Srx210 - All All All

Juniper Srx220 - All All All
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Hardware Juniper Srx220 - All All All
Hardware Juniper Srx240 - All All All
Hardware Juniper Srx240 - All All All
Hardware Juniper Srx3400 - All All All
Hardware Juniper Srx3400 - All All All
Hardware Juniper Srx3600 - All All All
Hardware Juniper Srx3600 - All All All
Hardware Juniper Srx550 - All All All
Hardware Juniper Srx550 - All All All
Hardware Juniper Srx5600 - All All All
Hardware Juniper Srx5600 - All All All
Hardware Juniper Srx5800 - All All All
Hardware Juniper Srx5800 - All All All
Hardware Juniper Srx650 - All All All
Hardware Juniper Srx650 - All All All
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Juniper Networks - 2013-07 Security Bulletin: Junos: SRX buffer overflow vulnerability in flowd while processing HTTP protocol messages in a
Juniper Networks Junos CVE-2013-4685 Remote Buffer Overflow Vulnerability
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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