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Summary

CVE CVE-2013-4702

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-30 21:55:00 UTC

Updated 2013-09-12 03:36:00 UTC

Description Multiple directory traversal vulnerabilities in the doApiAction function in data/class/api/SC_Api_Operation.php in LOCKON EC-CUBE 2.12.0 through 2.12.5 on Windows allow remote attackers to read arbitrary files via vectors involving a (1) Operation, (2) Service, (3) Style, (4) Validate, or (5) Version value.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lockon Ec-cube 2.12.0 All All All

Application Lockon Ec-cube 2.12.1 All All All

Application Lockon Ec-cube 2.12.2 All All All

Application Lockon Ec-cube 2.12.3 All All All

Application Lockon Ec-cube 2.12.3en All All All

Application Lockon Ec-cube 2.12.3enp1 All All All

Application Lockon Ec-cube 2.12.3enp2 All All All

Application Lockon Ec-cube 2.12.4 All All All

Application Lockon Ec-cube 2.12.4en All All All

Application Lockon Ec-cube 2.12.5 All All All

Application Lockon Ec-cube 2.12.5en All All All

Application Lockon Ec-cube 2.12.0 All All All

Application Lockon Ec-cube 2.12.1 All All All

Application Lockon Ec-cube 2.12.2 All All All

Application Lockon Ec-cube 2.12.3 All All All

Application Lockon Ec-cube 2.12.3en All All All

Application Lockon Ec-cube 2.12.3enp1 All All All
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Application Lockon Ec-cube 2.12.3enp1 All All All

Application Lockon Ec-cube 2.12.3enp2 All All All

Application Lockon Ec-cube 2.12.4 All All All

Application Lockon Ec-cube 2.12.4en All All All

Application Lockon Ec-cube 2.12.5 All All All

Application Lockon Ec-cube 2.12.5en All All All

References

Reference Source Link Tags

www.ec-cube.net/info/weakness/20130829/index.php CONFIRM www.ec-cube.net

JVNDB-2013-000081 JVNDB jvndb.jvn.jp

Changeset 22891 – EC-CUBE Trac CONFIRM svn.ec-cube.net Exploit, Patch

脆弱性 / 日本発!ECオープンプラットフォーム EC-CUBE CONFIRM www.ec-cube.net Vendor Advisory

JVN#15973066: EC-CUBE vulnerable to directory traversal when used in Windows JVN jvn.jp

96756 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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