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CVE CVE-2013-4710
State PUBLISHED
Assigner jpcert

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-03-03 04:50:46 UTC
Updated 2026-04-29 01:13:23 UTC

Description Android 3.0 through 4.1.x on Disney Mobile, eAccess, KDDI, NTT DOCOMO, SoftBank, and other devices does not proper!

/ ]

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:C/I:C/A:C

EPSS: 0.763810000 probability, percentile 0.989440000 (date 2026-04-30)
Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2013-4710/mitre
https://cve.report/CVE-2013-4710/nist
https://cve.report/CVE-2013-4710/cve_org
https://cve.report/api/cve/CVE-2013-4710.json
https://cve.report/CVE-2013-4710.pdf

Operating System Google Android 3.0 All All All
Operating System Google Android 3.1 All All All
Operating System Google Android 3.2 All All All
Operating System Google Android 3.2.1 All All All
Operating System Google Android 3.2.2 All All All
Operating System Google Android 3.2.4 All All All
Operating System Google Android 3.2.6 All All All
Operating System Google Android 4.0 All All All
Operating System Google Android 4.01 All All All
Operating System Google Android 4.0.2 All All All
Operating System Google Android 4.0.3 All All All
Operating System Google Android 4.0.4 All All All
Operating System Google Android 4.1 All All All
Operating System Google Android 41.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

Japan Vulnerability Notes/Information from eAccess Ltd. af854a3a-2127-422b-91ae-364da2661108  jvn.jp

Japan Vulnerability Notes/Information from NTT DOCOMO, INC. af854a3a-2127-422b-91ae-364da2661108  jvn.jp

emobile.jp/products/sh/a01sh/systemsoftware.html af854a3a-2127-422b-91ae-364da2661108 emobile.jp

JVN#53768697: Android OS vulnerable to arbitrary Java method execution af854a3a-2127-422b-91ae-364da2661108 jvn.jp

Japan Vulnerability Notes/Information from SoftBank af854a3a-2127-422b-91ae-364da2661108  jvn.jp

Japan Vulnerability Notes/Information from Disney Mobile on SoftBank af854a3a-2127-422b-91ae-364da2661108  jvn.jp

Abusing WebView JavaScript Bridges | dead && end af854a3a-2127-422b-91ae-364da2661108 50.56.33.56

Japan Vulnerability Notes/Information from KDDI CORPORATION af854a3a-2127-422b-91ae-364da2661108 jvn.jp

jvndb.jvn.jp/jvndb/JVNDB-2013-000111 af854a3a-2127-422b-91ae-364da2661108  jvndb.jvn.jp

oss-security - Re: CVE-2014-1939 searchBoxJavaBridge_ in Android Jelly Bean af854a3a-2127-422b-91ae-364da2661108 openwall.comr

CVE Program record CVE.ORG WWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
Kl | 1|

No vendor comments have been submitted for this CVE.
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http://50.56.33.56/blog/?p=314
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There are currently no legacy QID mappings associated with this CVE.
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