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Summary

CVE CVE-2013-4732

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-06-30 19:28:00 UTC

Updated 2023-11-07 02:16:00 UTC

Description ** DISPUTED ** The administrative web server on the Digital Alert Systems DASDEC EAS device through 2.0-2 and the Monroe Electronics R189 One-Net EAS device through 2.0-2 uses predictable session ID values, which makes it easier for remote attackers to hijack sessions by sniffing the network. 

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Digital Alert Systems Dasdec Eas 2.0-0 All All All

Hardware Digital Alert Systems Dasdec Eas 2.0-1 All All All

Hardware Digital Alert Systems Dasdec Eas 2.0-0 All All All

Hardware Digital Alert Systems Dasdec Eas 2.0-1 All All All

Hardware Digital Alert Systems Dasdec Eas All All All All

Hardware Monroe Electronics R189 One-net Eas 2.0-0 All All All

Hardware Monroe Electronics R189 One-net Eas 2.0-1 All All All

Hardware Monroe Electronics R189 One-net Eas 2.0-0 All All All

Hardware Monroe Electronics R189 One-net Eas 2.0-1 All All All

Hardware Monroe Electronics R189 One-net Eas All All All All

References

Reference

Digital Alert Systems Information for VU#662676

Vulnerability Note VU#662676 - Digital Alert Systems DASDEC and Monroe Electronics R189 One-Net firmware exposes private root SSH key

Monroe Electronics Information for VU#662676

Trek and Monroe Electrostatic Instrumentation | Advanced Energy
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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