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Summary

CVE CVE-2013-4786

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-08 22:55:00 UTC

Updated 2020-10-29 00:15:00 UTC

Description The IPMI 2.0 specification supports RMCP+ Authenticated Key-Exchange Protocol (RAKP) authentication, which allows remote attackers to obtain password hashes and conduct offline password guessing attacks by obtaining the HMAC from a RAKP message 2 response from a BMC.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intel Intelligent Platform Management Interface 2.0 All All All

Application Intel Intelligent Platform Management Interface 2.0 All All All

Operating System Oracle Fujitsu M10 Firmware All All All All

References

Reference

Oracle Critical Patch Update Advisory - April 2016

Metasploit: A Penetration Tester's Guide to IPM... | SecurityStreet

'[security bulletin] HPSBHF02981 rev.1 - HP Integrated Lights-Out 2, 3, and 4 (iLO2, iLO3, iLO4), IPM' - MARC

CVE-2013-4786 IPMI RAKP Vulnerability in NetApp Products | NetApp Product Security

Security Bulletin: AMI Baseboard Management Controller (BMC) Firmware Vulnerabilities in NVIDIA DGX-1, DGX-2, and DGX A100 Servers - October 2020 | NVIDIA

Document Display | HPE Support Center

Cracking IPMI Passwords Remotely

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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