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Summary

CVE CVE-2013-4807

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-05 13:22:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description Unspecified vulnerability on the HP LaserJet Pro P1102w, P1606dn, M1212nf MFP, M1213nf MFP, M1214nfh MFP, M1216nfh MFP, M1217nfw MFP, M1218nfs MFP, and CP1025nw with firmware before 2013-07-26 20130703 allows remote attackers to modify data via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Hotspot Laserjet Pro M1218nfs Mfp b4k88a All All All

Hardware Hp Hotspot Laserjet Pro M1218nfs Mfp b4k88a All All All

Hardware Hp Hotspot Laserjet Pro M1218nfs Mfp Firmware 20130703 All All All

Hardware Hp Hotspot Laserjet Pro M1218nfs Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro Cp1025nw ce914a All All All

Hardware Hp Laserjet Pro Cp1025nw ce918a All All All

Hardware Hp Laserjet Pro Cp1025nw ce914a All All All

Hardware Hp Laserjet Pro Cp1025nw ce918a All All All

Hardware Hp Laserjet Pro Cp1025nw Firmware 20130703 All All All

Hardware Hp Laserjet Pro Cp1025nw Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1212nf Mfp ce841a All All All

Hardware Hp Laserjet Pro M1212nf Mfp ce841a All All All

Hardware Hp Laserjet Pro M1212nf Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1212nf Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1213nf Mfp ce845a All All All

Hardware Hp Laserjet Pro M1213nf Mfp ce845a All All All

Hardware Hp Laserjet Pro M1213nf Mfp Firmware 20130703 All All All
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Hardware Hp Laserjet Pro M1213nf Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1213nf Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1214nfh Mfp ce842a All All All

Hardware Hp Laserjet Pro M1214nfh Mfp ce842a All All All

Hardware Hp Laserjet Pro M1214nfh Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1214nfh Mfp Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1216nfh Multifunction Printer ce843a All All All

Hardware Hp Laserjet Pro M1216nfh Multifunction Printer ce843a All All All

Hardware Hp Laserjet Pro M1216nfh Multifunction Printer Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1216nfh Multifunction Printer Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1217nfw Multifunction Printer ce844a All All All

Hardware Hp Laserjet Pro M1217nfw Multifunction Printer ce844a All All All

Hardware Hp Laserjet Pro M1217nfw Multifunction Printer Firmware 20130703 All All All

Hardware Hp Laserjet Pro M1217nfw Multifunction Printer Firmware 20130703 All All All

Hardware Hp Laserjet Pro P1102w ce657a All All All

Hardware Hp Laserjet Pro P1102w ce658a All All All

Hardware Hp Laserjet Pro P1102w ce657a All All All

Hardware Hp Laserjet Pro P1102w ce658a All All All

Hardware Hp Laserjet Pro P1102w Firmware 20130703 All All All

Hardware Hp Laserjet Pro P1102w Firmware 20130703 All All All

Hardware Hp Laserjet Pro P1606dn ce749a All All All

Hardware Hp Laserjet Pro P1606dn ce749a All All All

Hardware Hp Laserjet Pro P1606dn Firmware 20130212 All All All

Hardware Hp Laserjet Pro P1606dn Firmware 20130212 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

HP Support document - HP Support Center HP h20566.www2.hp.com

Multiple HP LaserJet Pro Printers CVE-2013-4807 Unspecified Information Disclosure Vulnerability BID www.securityfocus.com

95907 OSVDB osvdb.org

HP LaserJet Pro Printer Bug Lets Remote Users Access Data - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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