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Summary

CVE CVE-2013-4813

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-16 13:01:00 UTC

Updated 2013-09-26 03:52:00 UTC

Description The Agent (aka AgentController) servlet in HP ProCurve Manager (PCM) 3.20 and 4.0, PCM+ 3.20 and 4.0, and Identity Driven Manager (IDM) 4.0 allows remote attackers to execute arbitrary commands via a HEAD request, aka ZDI-CAN-1745.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Identity Driven Manager 4.0 All All All

Application Hp Identity Driven Manager 4.0 All All All

Application Hp Procurve Manager 3.20 All All All

Application Hp Procurve Manager 3.20 All All All

Application Hp Procurve Manager 4.0 All All All

Application Hp Procurve Manager 4.0 All All All

Application Hp Procurve Manager 3.20 All All All

Application Hp Procurve Manager 3.20 All All All

Application Hp Procurve Manager 4.0 All All All

Application Hp Procurve Manager 4.0 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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