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CVE-2013-4821

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUSCNENAD Certain versions of System Management Homepage from Hp contain
’ the following vulnerability:

Unspecified vulnerability in HP System Management Homepage
(SMH) before 7.2.1 allows remote authenticated users to cause a
denial of service via unknown vectors.

CVE-2013-4821 has been assigned by ) hp-security-alert@hp.com to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
(@ HP
SSRT101254
Vulnerability Note VU#895524 - HP System Management Homepage vulnerable to a denial- # CERT-VN
of-service condition VU#895524

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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https://h20564.www2.hp.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c03839862
http://www.kb.cert.org/vuls/id/895524
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http://cve.report/software/hp/system_management_homepage

Application Hp System Management Homepage 3.0.2.//
Application Hp System Management Homepage 6.0
Application Hp System Management Homepage 6.0.0-95
Application Hp System Management Homepage 6.0.0.96
Application Hp System Management Homepage 6.1
Application Hp System Management Homepage 6.1.0-103
Application Hp System Management Homepage 6.1.0.102
Application Hp System Management Homepage 6.2.0
Application Hp System Management Homepage 6.2.2.7
Application Hp System Management Homepage 6.3.0
Application Hp System Management Homepage 6.3.1
Application Hp System Management Homepage 7.0
Application Hp System Management Homepage 71
Application Hp System Management Homepage All

cpe:2.3:a:hp:system_management_homepage:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.1:*: """

dkk Lk ak ok akk.

cpe:2.3:a:hp:system_management_homepage:2.0.1.104:*:*:*:***:*:

cpe:2.3:a:hp:system_management_homepage:2.0.2:*:*:*:*:*:*:*:

dkk kR Lk akk.

cpe:2.3:a:hp:system_management_homepage:2.0.2.106:*:*:*:**:*:*:

LKk kK kKK,

cpe:2.3:a:hp:system_management_homepage:2.1:*:**:*:*:*:*:

SRk kR Lk akak.

cpe:2.3:a:hp:system_management_homepage:2.1.0-103::*:*:*:*:*:*:

kKoK KKKk,

cpe:2.3:a:hp:system_management_homepage:2.1.0-103(a):*:*: " ™

dk Kk kKRR,

cpe:2.3:a:hp:system_management_homepage:2.1.0-103\(a\):*:*:*:**:*:*:

SRk ak kR akak.

cpe:2.3:a:hp:system_management_homepage:2.1.0-109:*:*:*:*:*:*:*:

dkak kR kR k.

cpe:2.3:a:hp:system_management_homepage:2.1.0.121 " "
cpe:2.3:a:hp:system_management_homepage:2.1.1:

cpe:2.3:a:hp:system_management_homepage:2.1.10:*:*:*: "

Kk koK kKK,

cpe:2.3:a:hp:system_management_homepage:2.1.10-186:*:**:*:**:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:b:*:*:*:*:*:*:

S e T A T o O Ko Vo T oy
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All

All

All

All

All
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All
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All
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All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All

All

All
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cpe:z.gia:np:isysiem_management_nomepage:Z.1.1u. 18 Cmimimimimml

cpe:2.3:a:hp:system_management_homepage:2.1.11: " "

cpe:2.3:a:hp:system_management_homepage:2.1.11-197:*" "

cpe:2.3:a:hp:system_management_homepage:2.1.11.197:a:*:*:*:*:":*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-118:*:*:***:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-200::*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12.201 """

cpe:2.3:a:hp:system_management_homepage:2.1.14:*:*:*:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.14.20:*:*:*:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.15:%:*:***:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.15-210:*:*:***:*:*:

akLk kKKK Lk,

cpe:2.3:a:hp:system_management_homepage:2.1.15.210:*:*:*:*:**::

cpe:2.3:a:hp:system_management_homepage:2.1.2:*:*:*:*:*:*:*:

Sk Lk k Lk akakuk.

cpe:2.3:a:hp:system_management_homepage:2.1.2-127:*:**:**:*:*:

dkk Lk akakakuk.

cpe:2.3:a:hp:system_management_homepage:2.1.2.127:*:**:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.3:*: " *:*:

dkuk kR Lk akuk.

cpe:2.3:a:hp:system_management_homepage:2.1.3.132:%:*:*:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4:*:*:*:***:*:

Sk Lk k Lk akakak.

cpe:2.3:a:hp:system_management_homepage:2.1.4-143: "

cpe:2.3:a:hp:system_management_homepage:2.1.4.143:
cpe:2.3:a:hp:system_management_homepage:2.1.5:*:**:**:*:*:

dkak kR ok akak.

cpe:2.3:a:hp:system_management_homepage:2.1.5-146::**:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:b:*:*:*:*:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.6:*:*:*:**:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.6-156:*:*:**:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6.156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.7:**:****:*:



cpe:2.3:a:hp:system_management_homepage:2.2.6:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0:*:*:*:*:*:*:*:

akLk kLKL kKK,

cpe:2.3:a:hp:system_management_homepage:3.0.0-68:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.1:*:*:*:*:*:*:*:
cpe:2.3:a:hp:system_management_homepage:3.0.1-73:*:"* "

cpe:2.3:a:hp:system_management_homepage:3.0.1.73:*:*:**:*:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:****:*:*:*:
cpe:2.3:a:hp:system_management_homepage:3.0.2.77:b:***:**:*:
cpe:2.3:a:hp:system_management_homepage:6.0:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:hp:system_management_homepage:6.0.0-95:*:**:*:**:*:

LRk kR ok ak k.

cpe:2.3:a:hp:system_management_homepage:6.1.0.102:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.2.0:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:6.2.2.7:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:6.3.0:*:*:***:*:*:

cpe:2.3:a:hp:system_management_homepage:6.3.1: " **:*:*:



cpe:2.3:a:hp:system_management_homepage:7.0: " """

cpe:2.3:a:hp:system_management_homepage:7.1:*:":* """

cpe:2.3:a:hp:system_management_homepage:2.0.0:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.0.1:*: """

Skakakakakakak.

cpe:2.3:a:hp:system_management_homepage:2.1:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:hp:system_management_homepage:2.1.0-103:*:":*:**:*:*:

dkakakakakakak.

cpe:2.3:a:hp:system_management_homepage:2.1.0.121 %" "

cpe:2.3:a:hp:system_management_homepage:2.1.1:*: " "™

cpe:2.3:a:hp:system_management_homepage:2.1.10:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10-186:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:b:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.10.186:c:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.11:* "

cpe:2.3:a:hp:system_management_homepage:2.1.11-197:*:* " "

cpe:2.3:a:hp:system_management_homepage:2.1.11.197:a:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-118:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12-200:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.12.201 "

cpe:2.3:a:hp:system_management_homepage:2.1.14:*** "

cpe:2.3:a:hp:system_management_homepage:2.1.14.20:*:":*:*:**:™:

cpe:2.3:a:hp:system_management_homepage:2.1.15:* " %" *:*:

cpe:2.3:a:hp:system_management_homepage:2.1.15-210:* " "



cpe:2.3:a:hp:system_management_homepage:2.1.3:*:*:*:**:*:*:

dkukakokakakak.

cpe:2.3:a:hp:system_management_homepage:2.1.3.132:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.4:*:*:**:*:*:*:

dkkakkakakak.

cpe:2.3:a:hp:system_management_homepage:2.1.4-143:%:*:*:* "™

O

cpe:2.3:a:hp:system_management_homepage:2.1.4.143:*:*:*:**

cpe:2.3:a:hp:system_management_homepage:2.1.5::*:**:*:*:*:

dk Lk ak ok akakak.

cpe:2.3:a:hp:system_management_homepage:2.1.5-146:*:**:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.5.146:b:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6:*:*:*:*:**:*:

Lk Lk ak kR kuk.

cpe:2.3:a:hp:system_management_homepage:2.1.6-156:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:2.1.6.156:*:*:*:*:*:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.7:*:*:*:***:*:

Lk Lk k kR ukak.

cpe:2.3:a:hp:system_management_homepage:2.1.7-168:*:*:*:*:*:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.7.168:*:*:*:**:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.8:*:**:**:*:*:

LRk kR ok akak.

cpe:2.3:a:hp:system_management_homepage:2.1.8-177:***:***:*:

cpe:2.3:a:hp:system_management_homepage:2.1.9:*:**:**:*:*:
cpe:2.3:a:hp:system_management_homepage:2.1.9-178:*:*:**:*:*:*:
cpe:2.3:a:hp:system_management_homepage:2.2.6:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:2.2.8:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.0:* """ *:



Ak kLK LK kLK LK,

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:*:*:***:*:*:

cpe:2.3:a:hp:system_management_homepage:3.0.2.77:b: """
cpe:2.3:a:hp:system_management_homepage:6.0:*:*:*:*:*:*:*:

R R

cpe:2.3:a:hp:system_management_homepage:6.0.0-95:*:*:*:*:*:*:*:

LRk Lk akakakuk.

cpe:2.3:a:hp:system_management_homepage:6.1.0.102:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.2.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.2.2.7:%:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.3.0:*:*:*:*:*:*:*:

cpe:2.3:a:hp:system_management_homepage:6.3.1:*:*:*:**:*:*:

cpe:2.3:a:hp:system_management_homepage:7.0:*:*:

Sk ok ak ok akakak.

cpe:2.3:a:hp:system_management_homepage:7.1:*:*:**

KKk ok Kk kLK,

cpe:2.3:a:hp:system_management_homepage:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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