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Summary

CVE CVE-2013-4854

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-29 13:59:00 UTC

Updated 2019-04-22 17:48:00 UTC

Description The RFC 5011 implementation in rdata.c in ISC BIND 9.7.x and 9.8.x before 9.8.5-P2, 9.8.6b1, 9.9.x before 9.9.3-P2, and 9.9.4b1, and DNSco BIND 9.9.3-S1 before 9.9.3-S1-P1 and 9.9.4-S1b1, allows remote attackers to cause a denial of service (assertion failure and named daemon exit) via a query with a malformed RDATA section that is not properly handled during construction of a log message, as exploited in the wild in July 2013.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1 All All All

Operating System Freebsd Freebsd 8.2 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.1 p4 All All

Operating System Freebsd Freebsd 9.1 p5 All All

Operating System Freebsd Freebsd 9.2 prerelease All All

Operating System Freebsd Freebsd 9.2 rc1 All All

Operating System Freebsd Freebsd 9.2 rc2 All All

Operating System Freebsd Freebsd 8.0 All All All
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Operating System Freebsd Freebsd 8.0 All All All

Operating System Freebsd Freebsd 8.1 All All All

Operating System Freebsd Freebsd 8.2 All All All

Operating System Freebsd Freebsd 8.3 All All All

Operating System Freebsd Freebsd 8.4 All All All

Operating System Freebsd Freebsd 9.0 All All All

Operating System Freebsd Freebsd 9.1 All All All

Operating System Freebsd Freebsd 9.1 p4 All All

Operating System Freebsd Freebsd 9.1 p5 All All

Operating System Freebsd Freebsd 9.2 prerelease All All

Operating System Freebsd Freebsd 9.2 rc1 All All

Operating System Freebsd Freebsd 9.2 rc2 All All

Operating System Hp Hp-ux b.11.31 All All All

Operating System Hp Hp-ux b.11.31 All All All

Application Isc Bind 9.7.0 All All All

Application Isc Bind 9.7.0 b1 All All

Application Isc Bind 9.7.0 p1 All All

Application Isc Bind 9.7.0 p2 All All

Application Isc Bind 9.7.0 rc1 All All

Application Isc Bind 9.7.0 rc2 All All

Application Isc Bind 9.7.1 All All All

Application Isc Bind 9.7.1 p1 All All

Application Isc Bind 9.7.1 p2 All All

Application Isc Bind 9.7.1 rc1 All All

Application Isc Bind 9.7.2 All All All

Application Isc Bind 9.7.2 p1 All All

Application Isc Bind 9.7.2 p2 All All

Application Isc Bind 9.7.2 p3 All All

Application Isc Bind 9.7.2 rc1 All All

Application Isc Bind 9.7.3 All All All

Application Isc Bind 9.7.3 b1 All All

Application Isc Bind 9.7.3 p1 All All

Application Isc Bind 9.7.3 rc1 All All

Application Isc Bind 9.7.4 All All All

Application Isc Bind 9.7.4 b1 All All

Application Isc Bind 9.7.4 p1 All All
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Application Isc Bind 9.7.4 rc1 All All

Application Isc Bind 9.7.5 All All All

Application Isc Bind 9.7.5 b1 All All

Application Isc Bind 9.7.5 rc1 All All

Application Isc Bind 9.7.5 rc2 All All

Application Isc Bind 9.7.6 All All All

Application Isc Bind 9.7.6 p1 All All

Application Isc Bind 9.7.6 p2 All All

Application Isc Bind 9.7.7 All All All

Application Isc Bind 9.8.0 All All All

Application Isc Bind 9.8.0 a1 All All

Application Isc Bind 9.8.0 b1 All All

Application Isc Bind 9.8.0 p1 All All

Application Isc Bind 9.8.0 p2 All All

Application Isc Bind 9.8.0 p4 All All

Application Isc Bind 9.8.0 rc1 All All

Application Isc Bind 9.8.1 All All All

Application Isc Bind 9.8.1 b1 All All

Application Isc Bind 9.8.1 b2 All All

Application Isc Bind 9.8.1 b3 All All

Application Isc Bind 9.8.1 p1 All All

Application Isc Bind 9.8.1 rc1 All All

Application Isc Bind 9.8.2 b1 All All

Application Isc Bind 9.8.2 rc1 All All

Application Isc Bind 9.8.2 rc2 All All

Application Isc Bind 9.8.3 All All All

Application Isc Bind 9.8.3 p1 All All

Application Isc Bind 9.8.3 p2 All All

Application Isc Bind 9.8.4 All All All

Application Isc Bind 9.8.5 All All All

Application Isc Bind 9.8.5 b1 All All

Application Isc Bind 9.8.5 b2 All All

Application Isc Bind 9.8.5 p1 All All

Application Isc Bind 9.8.5 rc1 All All

Application Isc Bind 9.8.5 rc2 All All

Application Isc Bind 9.8.6 b1 All All
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Application Isc Bind 9.8.6 b1 All All

Application Isc Bind 9.9.0 All All All

Application Isc Bind 9.9.0 a1 All All

Application Isc Bind 9.9.0 a2 All All

Application Isc Bind 9.9.0 a3 All All

Application Isc Bind 9.9.0 b1 All All

Application Isc Bind 9.9.0 b2 All All

Application Isc Bind 9.9.0 rc1 All All

Application Isc Bind 9.9.0 rc2 All All

Application Isc Bind 9.9.0 rc3 All All

Application Isc Bind 9.9.0 rc4 All All

Application Isc Bind 9.9.1 All All All

Application Isc Bind 9.9.1 p1 All All

Application Isc Bind 9.9.1 p2 All All

Application Isc Bind 9.9.2 All All All

Application Isc Bind 9.9.3 All All All

Application Isc Bind 9.9.3 b1 All All

Application Isc Bind 9.9.3 b2 All All

Application Isc Bind 9.9.3 p1 All All

Application Isc Bind 9.9.3 rc1 All All

Application Isc Bind 9.9.3 rc2 All All

Application Isc Bind 9.7.0 All All All

Application Isc Bind 9.7.0 b1 All All

Application Isc Bind 9.7.0 p1 All All

Application Isc Bind 9.7.0 p2 All All

Application Isc Bind 9.7.0 rc1 All All

Application Isc Bind 9.7.0 rc2 All All

Application Isc Bind 9.7.1 All All All

Application Isc Bind 9.7.1 p1 All All

Application Isc Bind 9.7.1 p2 All All

Application Isc Bind 9.7.1 rc1 All All

Application Isc Bind 9.7.2 All All All

Application Isc Bind 9.7.2 p1 All All

Application Isc Bind 9.7.2 p2 All All

Application Isc Bind 9.7.2 p3 All All

Application Isc Bind 9.7.2 rc1 All All
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Application Isc Bind 9.7.3 All All All

Application Isc Bind 9.7.3 b1 All All

Application Isc Bind 9.7.3 p1 All All

Application Isc Bind 9.7.3 rc1 All All

Application Isc Bind 9.7.4 All All All

Application Isc Bind 9.7.4 b1 All All

Application Isc Bind 9.7.4 p1 All All

Application Isc Bind 9.7.4 rc1 All All

Application Isc Bind 9.7.5 All All All

Application Isc Bind 9.7.5 b1 All All

Application Isc Bind 9.7.5 rc1 All All

Application Isc Bind 9.7.5 rc2 All All

Application Isc Bind 9.7.6 All All All

Application Isc Bind 9.7.6 p1 All All

Application Isc Bind 9.7.6 p2 All All

Application Isc Bind 9.7.7 All All All

Application Isc Bind 9.8.0 All All All

Application Isc Bind 9.8.0 a1 All All

Application Isc Bind 9.8.0 b1 All All

Application Isc Bind 9.8.0 p1 All All

Application Isc Bind 9.8.0 p2 All All

Application Isc Bind 9.8.0 p4 All All

Application Isc Bind 9.8.0 rc1 All All

Application Isc Bind 9.8.1 All All All

Application Isc Bind 9.8.1 b1 All All

Application Isc Bind 9.8.1 b2 All All

Application Isc Bind 9.8.1 b3 All All

Application Isc Bind 9.8.1 p1 All All

Application Isc Bind 9.8.1 rc1 All All

Application Isc Bind 9.8.2 b1 All All

Application Isc Bind 9.8.2 rc1 All All

Application Isc Bind 9.8.2 rc2 All All

Application Isc Bind 9.8.3 All All All

Application Isc Bind 9.8.3 p1 All All

Application Isc Bind 9.8.3 p2 All All
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Application Isc Bind 9.8.4 All All All

Application Isc Bind 9.8.5 All All All

Application Isc Bind 9.8.5 b1 All All

Application Isc Bind 9.8.5 b2 All All

Application Isc Bind 9.8.5 p1 All All

Application Isc Bind 9.8.5 rc1 All All

Application Isc Bind 9.8.5 rc2 All All

Application Isc Bind 9.8.6 b1 All All

Application Isc Bind 9.9.0 All All All

Application Isc Bind 9.9.0 a1 All All

Application Isc Bind 9.9.0 a2 All All

Application Isc Bind 9.9.0 a3 All All

Application Isc Bind 9.9.0 b1 All All

Application Isc Bind 9.9.0 b2 All All

Application Isc Bind 9.9.0 rc1 All All

Application Isc Bind 9.9.0 rc2 All All

Application Isc Bind 9.9.0 rc3 All All

Application Isc Bind 9.9.0 rc4 All All

Application Isc Bind 9.9.1 All All All

Application Isc Bind 9.9.1 p1 All All

Application Isc Bind 9.9.1 p2 All All

Application Isc Bind 9.9.2 All All All

Application Isc Bind 9.9.3 All All All

Application Isc Bind 9.9.3 b1 All All

Application Isc Bind 9.9.3 b2 All All

Application Isc Bind 9.9.3 p1 All All

Application Isc Bind 9.9.3 rc1 All All

Application Isc Bind 9.9.3 rc2 All All

Application Isc Dnsco Bind 9.9.3 s1 All All

Application Isc Dnsco Bind 9.9.4 s1b1 All All

Application Isc Dnsco Bind 9.9.3 s1 All All

Application Isc Dnsco Bind 9.9.4 s1b1 All All

Operating System Mandriva Business Server 1.0 All All All

Operating System Mandriva Business Server 1.0 All All All

Operating System Mandriva Enterprise Server 5.0 All All All

Operating System Mandriva Enterprise Server 5.0 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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