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Summary

CVE CVE-2013-4885

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-26 17:55:03 UTC

Updated 2026-04-29 01:13:23 UTC

Description The http-domino-enum-passwords.nse script in NMap before 6.40, when domino-enum-passwords.idpath is set, allows remote servers to upload "arbitrarily named" files via a crafted FullName parameter in a response, as demonstrated using directory traversal sequences.

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nmap Nmap 2.05 All All All

Application Nmap Nmap 2.06 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2013-4885/mitre
https://cve.report/CVE-2013-4885/nist
https://cve.report/CVE-2013-4885/cve_org
https://cve.report/api/cve/CVE-2013-4885.json
https://cve.report/CVE-2013-4885.pdf
http://cve.report/vendor/nmap
http://cve.report/software/nmap/nmap


Application Nmap Nmap 2.06 All All All

Application Nmap Nmap 2.07 All All All

Application Nmap Nmap 2.08 All All All

Application Nmap Nmap 2.09 All All All

Application Nmap Nmap 2.1 beta1 All All

Application Nmap Nmap 2.10 All All All

Application Nmap Nmap 2.11 All All All

Application Nmap Nmap 2.12 All All All

Application Nmap Nmap 2.2 beta2 All All

Application Nmap Nmap 2.2 beta3 All All

Application Nmap Nmap 2.2 beta4 All All

Application Nmap Nmap 2.3 beta10 All All

Application Nmap Nmap 2.3 beta12 All All

Application Nmap Nmap 2.3 beta13 All All

Application Nmap Nmap 2.3 beta14 All All

Application Nmap Nmap 2.3 beta17 All All

Application Nmap Nmap 2.3 beta18 All All

Application Nmap Nmap 2.3 beta19 All All

Application Nmap Nmap 2.3 beta20 All All

Application Nmap Nmap 2.3 beta21 All All

Application Nmap Nmap 2.3 beta4 All All

Application Nmap Nmap 2.3 beta5 All All

Application Nmap Nmap 2.3 beta6 All All

Application Nmap Nmap 2.3 beta8 All All

Application Nmap Nmap 2.3 beta9 All All

Application Nmap Nmap 2.50 All All All

Application Nmap Nmap 2.51 All All All

Application Nmap Nmap 2.52 All All All

Application Nmap Nmap 2.53 All All All

Application Nmap Nmap 2.54 beta1 All All

Application Nmap Nmap 2.54 beta16 All All

Application Nmap Nmap 2.54 beta19 All All

Application Nmap Nmap 2.54 beta2 All All

Application Nmap Nmap 2.54 beta20 All All

Application Nmap Nmap 2.54 beta21 All All

Application Nmap Nmap 2.54 beta22 All All
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Application Nmap Nmap 2.54 beta22 All All

Application Nmap Nmap 2.54 beta24 All All

Application Nmap Nmap 2.54 beta25 All All

Application Nmap Nmap 2.54 beta26 All All

Application Nmap Nmap 2.54 beta27 All All

Application Nmap Nmap 2.54 beta28 All All

Application Nmap Nmap 2.54 beta29 All All

Application Nmap Nmap 2.54 beta3 All All

Application Nmap Nmap 2.54 beta30 All All

Application Nmap Nmap 2.54 beta31 All All

Application Nmap Nmap 2.54 beta32 All All

Application Nmap Nmap 2.54 beta33 All All

Application Nmap Nmap 2.54 beta34 All All

Application Nmap Nmap 2.54 beta35 All All

Application Nmap Nmap 2.54 beta36 All All

Application Nmap Nmap 2.54 beta37 All All

Application Nmap Nmap 2.54 beta4 All All

Application Nmap Nmap 2.54 beta5 All All

Application Nmap Nmap 2.54 beta6 All All

Application Nmap Nmap 2.54 beta7 All All

Application Nmap Nmap 2.99 rc1 All All

Application Nmap Nmap 2.99 rc2 All All

Application Nmap Nmap 3.00 All All All

Application Nmap Nmap 3.10 alpha1 All All

Application Nmap Nmap 3.10 alpha2 All All

Application Nmap Nmap 3.10 alpha3 All All

Application Nmap Nmap 3.10 alpha4 All All

Application Nmap Nmap 3.10 alpha5 All All

Application Nmap Nmap 3.10 alpha7 All All

Application Nmap Nmap 3.10 alpha9 All All

Application Nmap Nmap 3.15 beta1 All All

Application Nmap Nmap 3.15 beta2 All All

Application Nmap Nmap 3.15 beta3 All All

Application Nmap Nmap 3.20 All All All

Application Nmap Nmap 3.25 All All All

Application Nmap Nmap 3.26 All All All
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Application Nmap Nmap 3.27 All All All

Application Nmap Nmap 3.28 All All All

Application Nmap Nmap 3.30 All All All

Application Nmap Nmap 3.40 pvt1 All All

Application Nmap Nmap 3.40 pvt10 All All

Application Nmap Nmap 3.40 pvt11 All All

Application Nmap Nmap 3.40 pvt12 All All

Application Nmap Nmap 3.40 pvt13 All All

Application Nmap Nmap 3.40 pvt14 All All

Application Nmap Nmap 3.40 pvt15 All All

Application Nmap Nmap 3.40 pvt16 All All

Application Nmap Nmap 3.40 pvt17 All All

Application Nmap Nmap 3.40 pvt2 All All

Application Nmap Nmap 3.40 pvt3 All All

Application Nmap Nmap 3.40 pvt4 All All

Application Nmap Nmap 3.40 pvt6 All All

Application Nmap Nmap 3.40 pvt7 All All

Application Nmap Nmap 3.40 pvt8 All All

Application Nmap Nmap 3.40 pvt9 All All

Application Nmap Nmap 3.45 All All All

Application Nmap Nmap 3.48 All All All

Application Nmap Nmap 3.50 All All All

Application Nmap Nmap 3.55 All All All

Application Nmap Nmap 3.70 All All All

Application Nmap Nmap 3.75 All All All

Application Nmap Nmap 3.81 All All All

Application Nmap Nmap 3.90 All All All

Application Nmap Nmap 3.91 All All All

Application Nmap Nmap 3.93 All All All

Application Nmap Nmap 3.94 alpha1 All All

Application Nmap Nmap 3.94 alpha2 All All

Application Nmap Nmap 3.94 alpha3 All All

Application Nmap Nmap 3.95 All All All

Application Nmap Nmap 3.96 beta1 All All

Application Nmap Nmap 3.98 beta1 All All

Application Nmap Nmap 3.99 All All All
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Application Nmap Nmap 3.99 All All All

Application Nmap Nmap 3.999 All All All

Application Nmap Nmap 3.9999 All All All

Application Nmap Nmap 4.00 All All All

Application Nmap Nmap 4.01 All All All

Application Nmap Nmap 4.02 alpha1 All All

Application Nmap Nmap 4.02 alpha2 All All

Application Nmap Nmap 4.03 All All All

Application Nmap Nmap 4.04 beta1 All All

Application Nmap Nmap 4.10 All All All

Application Nmap Nmap 4.11 All All All

Application Nmap Nmap 4.20 All All All

Application Nmap Nmap 4.20 alpha1 All All

Application Nmap Nmap 4.20 alpha10 All All

Application Nmap Nmap 4.20 alpha11 All All

Application Nmap Nmap 4.20 alpha2 All All

Application Nmap Nmap 4.20 alpha3 All All

Application Nmap Nmap 4.20 alpha4 All All

Application Nmap Nmap 4.20 alpha5 All All

Application Nmap Nmap 4.20 alpha6 All All

Application Nmap Nmap 4.20 alpha7 All All

Application Nmap Nmap 4.20 alpha8 All All

Application Nmap Nmap 4.20 alpha9 All All

Application Nmap Nmap 4.20 rc1 All All

Application Nmap Nmap 4.20 rc2 All All

Application Nmap Nmap 4.21 alpha1 All All

Application Nmap Nmap 4.21 alpha2 All All

Application Nmap Nmap 4.21 alpha3 All All

Application Nmap Nmap 4.21 alpha4 All All

Application Nmap Nmap 4.22 soc1 All All

Application Nmap Nmap 4.22 soc2 All All

Application Nmap Nmap 4.22 soc3 All All

Application Nmap Nmap 4.22 soc5 All All

Application Nmap Nmap 4.22 soc6 All All

Application Nmap Nmap 4.22 soc7 All All

Application Nmap Nmap 4.22 soc8 All All
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Application Nmap Nmap 4.49 rc1 All All

Application Nmap Nmap 4.49 rc2 All All

Application Nmap Nmap 4.49 rc3 All All

Application Nmap Nmap 4.49 rc4 All All

Application Nmap Nmap 4.49 rc5 All All

Application Nmap Nmap 4.49 rc6 All All

Application Nmap Nmap 4.49 rc7 All All

Application Nmap Nmap 4.50 All All All

Application Nmap Nmap 4.51 beta All All

Application Nmap Nmap 4.52 All All All

Application Nmap Nmap 4.53 All All All

Application Nmap Nmap 4.60 All All All

Application Nmap Nmap 4.62 All All All

Application Nmap Nmap 4.65 All All All

Application Nmap Nmap 4.68 All All All

Application Nmap Nmap 4.75 All All All

Application Nmap Nmap 4.76 All All All

Application Nmap Nmap 4.85 beta1 All All

Application Nmap Nmap 4.85 beta10 All All

Application Nmap Nmap 4.85 beta2 All All

Application Nmap Nmap 4.85 beta3 All All

Application Nmap Nmap 4.85 beta4 All All

Application Nmap Nmap 4.85 beta5 All All

Application Nmap Nmap 4.85 beta6 All All

Application Nmap Nmap 4.85 beta7 All All

Application Nmap Nmap 4.85 beta8 All All

Application Nmap Nmap 4.85 beta9 All All

Application Nmap Nmap 4.90 rc1 All All

Application Nmap Nmap 5.00 All All All

Application Nmap Nmap 5.10 beta1 All All

Application Nmap Nmap 5.10 beta2 All All

Application Nmap Nmap 5.20 All All All

Application Nmap Nmap 5.21 All All All

Application Nmap Nmap 5.30 beta1 All All

Application Nmap Nmap 5.35 dc1 All All
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Application Nmap Nmap 5.50 All All All

Application Nmap Nmap 5.51 All All All

Application Nmap Nmap 5.59 beta1 All All

Application Nmap Nmap 5.61 test1 All All

Application Nmap Nmap 5.61 test2 All All

Application Nmap Nmap 5.61 test4 All All

Application Nmap Nmap 5.61 test5 All All

Application Nmap Nmap 6.00 All All All

Application Nmap Nmap 6.01 All All All

Application Nmap Nmap 6.20 beta1 All All

Application Nmap Nmap All All All All

Operating System Opensuse Opensuse 12.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

404 Not Found | Trustwave af854a3a-2127-422b-91ae-364da2661108 www.trustwave.com

openSUSE-SU-2013:1561-1: moderate: nmap: fixed http-domino-enum-password af854a3a-2127-422b-91ae-364da2661108 lists.opensuse.org
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Nmap Change Log af854a3a-2127-422b-91ae-364da2661108 nmap.org

Nmap Http-domino-enum-passwords File Upload ≈ Packet Storm af854a3a-2127-422b-91ae-364da2661108 packetstormsecurity.com
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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