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Summary

CVE CVE-2013-4937

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-26 12:05:00 UTC

Updated 2013-07-26 12:05:00 UTC

Description Multiple unspecified vulnerabilities in the AiCloud feature on the ASUS RT-AC66U, RT-N66U, RT-N65U, RT-N14U, RT-N16, RT-N56U, and DSL-N55U with firmware before 3.0.4.372 have unknown impact and attack vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus Dsl-n55u - All All All

Hardware Asus Dsl-n55u - All All All

Operating System Asus Dsl-n56u Firmware 1.0.0.9 All All All

Operating System Asus Dsl-n56u Firmware 3.0.0.4.188 All All All

Operating System Asus Dsl-n56u Firmware 3.0.0.4.314 All All All

Operating System Asus Dsl-n56u Firmware 1.0.0.9 All All All

Operating System Asus Dsl-n56u Firmware 3.0.0.4.188 All All All

Operating System Asus Dsl-n56u Firmware 3.0.0.4.314 All All All

Operating System Asus Dsl-n56u Firmware All All All All

Hardware Asus Rt-ac66u - All All All

Hardware Asus Rt-ac66u - All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.140 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.220 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.246 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.260 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.270 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.140 All All All
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Operating System Asus Rt-ac66u Firmware 3.0.0.4.140 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.220 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.246 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.260 All All All

Operating System Asus Rt-ac66u Firmware 3.0.0.4.270 All All All

Operating System Asus Rt-ac66u Firmware All All All All

Hardware Asus Rt-n14u - All All All

Hardware Asus Rt-n14u - All All All

Operating System Asus Rt-n14u Firmware 3.0.0.4.322 All All All

Operating System Asus Rt-n14u Firmware 3.0.0.4.322 All All All

Operating System Asus Rt-n14u Firmware All All All All

Hardware Asus Rt-n16 - All All All

Hardware Asus Rt-n16 - All All All

Operating System Asus Rt-n16 Firmware 1.0.1.9 All All All

Operating System Asus Rt-n16 Firmware 1.0.2.3 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.108 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.162 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.178 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.220 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.246 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.260 All All All

Operating System Asus Rt-n16 Firmware 7.0.2.38b All All All

Operating System Asus Rt-n16 Firmware 1.0.1.9 All All All

Operating System Asus Rt-n16 Firmware 1.0.2.3 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.108 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.162 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.3.178 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.220 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.246 All All All

Operating System Asus Rt-n16 Firmware 3.0.0.4.260 All All All

Operating System Asus Rt-n16 Firmware 7.0.2.38b All All All

Operating System Asus Rt-n16 Firmware All All All All

Hardware Asus Rt-n56u - All All All

Hardware Asus Rt-n56u - All All All

Operating System Asus Rt-n56u Firmware 1.0.1.4 All All All

Operating System Asus Rt-n56u Firmware 1.0.1.4o All All All
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Operating System Asus Rt-n56u Firmware 1.0.1.7c All All All

Operating System Asus Rt-n56u Firmware 1.0.1.7f All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8j All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8l All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8n All All All

Operating System Asus Rt-n56u Firmware 3.0.0.4.318 All All All

Operating System Asus Rt-n56u Firmware 3.0.0.4.334 All All All

Operating System Asus Rt-n56u Firmware 3.0.0.4.342 All All All

Operating System Asus Rt-n56u Firmware 7.0.1.21 All All All

Operating System Asus Rt-n56u Firmware 7.0.1.32 All All All

Operating System Asus Rt-n56u Firmware 8.1.1.4 All All All

Operating System Asus Rt-n56u Firmware 1.0.1.4 All All All

Operating System Asus Rt-n56u Firmware 1.0.1.4o All All All

Operating System Asus Rt-n56u Firmware 1.0.1.7c All All All

Operating System Asus Rt-n56u Firmware 1.0.1.7f All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8j All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8l All All All

Operating System Asus Rt-n56u Firmware 1.0.1.8n All All All
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Operating System Asus Rt-n56u Firmware All All All All
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Operating System Asus Rt-n65u Firmware 3.0.0.4.334 All All All

Operating System Asus Rt-n65u Firmware 3.0.0.4.342 All All All

Operating System Asus Rt-n65u Firmware All All All All

Hardware Asus Rt-n66u - All All All

Hardware Asus Rt-n66u - All All All

Operating System Asus Rt-n66u Firmware 3.0.0.4.272 All All All

Operating System Asus Rt-n66u Firmware 3.0.0.4.272 All All All

Operating System Asus Rt-n66u Firmware All All All All

References

Reference

Asus patches its Wi-Fi routers' AiCloud vulnerabilities | Reviews - Peripherals - CNET Reviews

ASUS North America na Twitterze: "Firmware update 3.0.4.372 for ASUS routers with AiCloud fixes found vulnerabilities http://t.co/sAvfa2h8zX"

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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