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Summary

CVE CVE-2013-4977

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-03 16:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description Buffer overflow in the RTSP Packet Handler in Hikvision DS-2CD7153-E IP camera with firmware 4.1.0 b130111 (Jan 2013), and possibly other devices, allows remote attackers to cause a denial of service (device crash and reboot) and possibly execute arbitrary code via a long string in the Range header field in an RTSP transaction.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hikvision Ds-2cd7153-e - All All All

Hardware Hikvision Ds-2cd7153-e - All All All

Operating System Hikvision Ds-2cd7153-e Firmware 4.1.0_b130111 All All All

Operating System Hikvision Ds-2cd7153-e Firmware 4.1.0_b130111 All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

20130806 CORE-2013-0708 - Hikvision IP Cameras Multiple Vulnerabilities BUGTRAQ archives.neohapsis.com

Hikvision DS-2CD7153-E IP Camera CVE-2013-4977 Remote Buffer Overflow Vulnerability BID www.securityfocus.com Exploit

Hikvision IP Cameras Multiple Vulnerabilities | CORE Security MISC www.coresecurity.com Exploit

Hikvision IP Cameras Overflow / Bypass / Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2013-4977/mitre
https://cve.report/CVE-2013-4977/nist
https://cve.report/CVE-2013-4977/cve_org
https://cve.report/CVE-2013-4977.pdf
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-2cd7153-e
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-2cd7153-e
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-2cd7153-e_firmware
http://cve.report/vendor/hikvision
http://cve.report/software/hikvision/ds-2cd7153-e_firmware
https://exchange.xforce.ibmcloud.com/vulnerabilities/86292
http://archives.neohapsis.com/archives/bugtraq/2013-08/0046.html
http://www.securityfocus.com/bid/61642
http://www.coresecurity.com/advisories/hikvision-ip-cameras-multiple-vulnerabilities
http://packetstormsecurity.com/files/122718/Hikvision-IP-Cameras-Overflow-Bypass-Privilege-Escalation.html
https://www.cve.org/CVERecord?id=CVE-2013-4977
https://nvd.nist.gov/vuln/detail/CVE-2013-4977


There are currently no legacy QID mappings associated with this CVE.
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