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CVE-2013-4986

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Pdfcool Studio from Iconcool contain the following
vulnerability:

Stack-based buffer overflow in PDFAX0722_IconCool.dll
7.22.1125.2121 in IconCool PDFCool Studio 3.32 Build 130330 and
earlier allows remote attackers to execute arbitrary code via a crafted
PDF file.

CVSS2 Score: 6.8 - MEDIUM
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CVE References

Description Tags Link

PDFCool Studio Buffer Overflow Vulnerability | CORE Security Exploit

www.coresecurity.com

text/html

 MISC
www.coresecurity.com/advisories/pdfcool-
studio-buffer-overflow-vulnerability

No Description Provided Exploit

archives.neohapsis.com

Inactive Link Not Archived

 BUGTRAQ 20131001 CORE-2013-0828 -
PDFCool Studio Buffer Overflow Vulnerability

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 97959

PDFCool Studio Buffer Overflow ≈ Packet Storm Exploit

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/123476

CVE-2013-4986 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2013-4986/mitre
https://cve.report/CVE-2013-4986/nist
https://cve.report/CVE-2013-4986/cve_org
https://cve.report/CVE-2013-4986.pdf
http://cve.report/software/iconcool/pdfcool_studio
http://cve.report/vendor/iconcool
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.coresecurity.com/advisories/pdfcool-studio-buffer-overflow-vulnerability
http://archives.neohapsis.com/archives/bugtraq/2013-10/0002.html
http://osvdb.org/97959
http://packetstormsecurity.com/files/123476


Security Advisory SA55058 - PDFCool Studio PDF Processing
Buffer Overflow Vulnerability - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 55058

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Iconcool Pdfcool Studio 2.0 build110427 All All

Application Iconcool Pdfcool Studio 2.0 build110502 All All

Application Iconcool Pdfcool Studio 2.0 build110508 All All

Application Iconcool Pdfcool Studio 2.0 build110510 All All

Application Iconcool Pdfcool Studio 2.0 build110512 All All

Application Iconcool Pdfcool Studio 2.10 build110519 All All

Application Iconcool Pdfcool Studio 2.10 build110523 All All

Application Iconcool Pdfcool Studio 2.12 build110528 All All

Application Iconcool Pdfcool Studio 2.14 build110608 All All

Application Iconcool Pdfcool Studio 2.16 build110612 All All

Application Iconcool Pdfcool Studio 2.20 build110707 All All

Application Iconcool Pdfcool Studio 2.24 build1110801 All All

Application Iconcool Pdfcool Studio 2.26 build110823 All All

Application Iconcool Pdfcool Studio 2.30 build110920 All All

Application Iconcool Pdfcool Studio 2.40 build111016 All All

Application Iconcool Pdfcool Studio 2.5 build120405 All All

Application Iconcool Pdfcool Studio 2.6 build120405 All All

Application Iconcool Pdfcool Studio 2.7 build120405 All All

Application Iconcool Pdfcool Studio 2.8 build120518 All All

Application Iconcool Pdfcool Studio 3.0 build121022 All All

Application Iconcool Pdfcool Studio 2.0 build110427 All All

Application Iconcool Pdfcool Studio 2.0 build110502 All All

Application Iconcool Pdfcool Studio 2.0 build110508 All All

Application Iconcool Pdfcool Studio 2.0 build110510 All All

Application Iconcool Pdfcool Studio 2.0 build110512 All All

Application Iconcool Pdfcool Studio 2.10 build110519 All All
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Application Iconcool Pdfcool Studio 2.10 build110519 All All

Application Iconcool Pdfcool Studio 2.10 build110523 All All

Application Iconcool Pdfcool Studio 2.12 build110528 All All

Application Iconcool Pdfcool Studio 2.14 build110608 All All

Application Iconcool Pdfcool Studio 2.16 build110612 All All

Application Iconcool Pdfcool Studio 2.20 build110707 All All

Application Iconcool Pdfcool Studio 2.24 build1110801 All All

Application Iconcool Pdfcool Studio 2.26 build110823 All All

Application Iconcool Pdfcool Studio 2.30 build110920 All All

Application Iconcool Pdfcool Studio 2.40 build111016 All All

Application Iconcool Pdfcool Studio 2.5 build120405 All All

Application Iconcool Pdfcool Studio 2.6 build120405 All All

Application Iconcool Pdfcool Studio 2.7 build120405 All All

Application Iconcool Pdfcool Studio 2.8 build120518 All All

Application Iconcool Pdfcool Studio 3.0 build121022 All All

Application Iconcool Pdfcool Studio All build130330 All All

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110427:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110502:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110508:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110510:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110512:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.10:build110519:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.10:build110523:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.12:build110528:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.14:build110608:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.16:build110612:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.20:build110707:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.24:build1110801:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.26:build110823:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.30:build110920:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.40:build111016:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.5:build120405:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE

cpe:2.3:a:iconcool:pdfcool_studio:2.6:build120405:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.7:build120405:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.8:build120518:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:3.0:build121022:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110427:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110502:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110508:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110510:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.0:build110512:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.10:build110519:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.10:build110523:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.12:build110528:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.14:build110608:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.16:build110612:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.20:build110707:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.24:build1110801:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.26:build110823:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.30:build110920:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.40:build111016:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.5:build120405:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.6:build120405:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.7:build120405:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:2.8:build120518:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:3.0:build121022:*:*:*:*:*:*:

cpe:2.3:a:iconcool:pdfcool_studio:*:build130330:*:*:*:*:*:*:
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