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Summary

CVE CVE-2013-5006

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-07-31 13:20:00 UTC

Updated 2020-02-24 15:02:00 UTC

Description main_internet.php on the Western Digital My Net N600 and N750 with firmware 1.03.12 and 1.04.16, and the N900 and N900C with firmware 1.05.12, 1.06.18, and 1.06.28, allows remote attackers to discover the cleartext administrative password by reading the "var pass=" line within the HTML source code.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Westerndigital My Net N750 - All All All

Hardware Westerndigital My Net N750 - All All All

Hardware Westerndigital My Net N900 - All All All

Hardware Westerndigital My Net N900 - All All All

Hardware Westerndigital My Net N900c - All All All

Hardware Westerndigital My Net N900c - All All All

References

Reference Source Link

95519 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

20130722 Full Disclosure - WD My Net N600, N750, N900, N900C - Plain Text Disclosure of Admin Credentials BUGTRAQ archives.neohapsis.com

20130718 Western Digital My Net N600, N750, N900 and N900C - Plain text disclosure of administrative credentials BUGTRAQ archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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