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CVE CVE-2013-5009
State PUBLIC
Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2014-01-10 16:47:00 UTC
Updated 2017-08-29 01:33:00 UTC

Description The Management Console in Symantec Endpoint Protection (SEP) 11.x before 11.0.7.4 and 12.x before 12.1.2 RU2 and Ei

1|

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Symantec Endpoint Protection 11.0 All All All
Application Symantec Endpoint Protection 11.0 rud All All
Application Symantec Endpoint Protection 11.0 rué All All
Application Symantec Endpoint Protection 11.0 ruéa All All
Application Symantec Endpoint Protection 11.0 ruémp1 All All
Application Symantec Endpoint Protection 11.0 ruemp2 All All
Application Symantec Endpoint Protection 11.0.1 All All All
Application Symantec Endpoint Protection 11.0.1 mp1 All All
Application Symantec Endpoint Protection 11.0.1 mp2 All All
Application Symantec Endpoint Protection 11.0.2 All All All
Application Symantec Endpoint Protection 11.0.2 mp1 All All
Application Symantec Endpoint Protection 11.0.2 mp2 All All
Application Symantec Endpoint Protection 11.0.3001 All All All
Application Symantec Endpoint Protection 11.0.4 All All All
Application Symantec Endpoint Protection 11.0.4 mpia All All
Application Symantec Endpoint Protection 11.0.4 mp2 All All
Application Symantec Endpoint Protection 11.0.6000 All All All
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Application Symantec Endpoint Protection 11.0.6100 All All All
Application Symantec Endpoint Protection 11.0.6200 All All All
Application Symantec Endpoint Protection 11.0.6200.754 All All All
Application Symantec Endpoint Protection 11.0.6300 All All All
Application Symantec Endpoint Protection 11.0.7000 All All All
Application Symantec Endpoint Protection 11.0.7100 All All All
Application Symantec Endpoint Protection 11.0 All All All
Application Symantec Endpoint Protection 11.0 rus All All
Application Symantec Endpoint Protection 11.0 rué All All
Application Symantec Endpoint Protection 11.0 ruéa All All
Application Symantec Endpoint Protection 11.0 ruémp1 All All
Application Symantec Endpoint Protection 11.0 ruemp2 All All
Application Symantec Endpoint Protection 11.0.1 All All All
Application Symantec Endpoint Protection 11.0.1 mp1 All All
Application Symantec Endpoint Protection 11.0.1 mp2 All All
Application Symantec Endpoint Protection 11.0.2 All All All
Application Symantec Endpoint Protection 11.0.2 mp1 All All
Application Symantec Endpoint Protection 11.0.2 mp2 All All
Application Symantec Endpoint Protection 11.0.3001 All All All
Application Symantec Endpoint Protection 11.0.4 All All All
Application Symantec Endpoint Protection 11.0.4 mpla All All
Application Symantec Endpoint Protection 11.0.4 mp2 All All
Application Symantec Endpoint Protection 11.0.6000 All All All
Application Symantec Endpoint Protection 11.0.6100 All All All
Application Symantec Endpoint Protection 11.0.6200 All All All
Application Symantec Endpoint Protection 11.0.6200.754 All All All
Application Symantec Endpoint Protection 11.0.6300 All All All
Application Symantec Endpoint Protection 11.0.7000 All All All
Application Symantec Endpoint Protection 11.0.7100 All All All
Application Symantec Endpoint Protection All All All All
Reference

Security Advisories Relating to Symantec Products - Symantec Endpoint Protection Privilege Assumption, Policy Bypass, Local Elevation of P

Symantec Endpoint Protection CVE-2013-5009 Remote Privilege Escalation Vulnerability
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IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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