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Summary

CVE CVE-2013-5096

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-16 14:01:00 UTC

Updated 2013-09-12 03:37:00 UTC

Description Juniper Junos Space before 13.1R1.6, as used on the JA1500 appliance and in other contexts, does not properly implement role-based access control, which allows remote authenticated users to modify the configuration by leveraging the read-only privilege, aka PR 863804.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juniper Junos Space 11.1 All All All

Application Juniper Junos Space 11.2 All All All

Application Juniper Junos Space 11.3 All All All

Application Juniper Junos Space 11.4 All All All

Application Juniper Junos Space 12.1 All All All

Application Juniper Junos Space 12.2 All All All

Application Juniper Junos Space 12.3 All All All

Application Juniper Junos Space 11.1 All All All

Application Juniper Junos Space 11.2 All All All

Application Juniper Junos Space 11.3 All All All

Application Juniper Junos Space 11.4 All All All

Application Juniper Junos Space 12.1 All All All

Application Juniper Junos Space 12.2 All All All

Application Juniper Junos Space 12.3 All All All

Hardware Juniper Junos Space Ja1500 Appliance - All All All

Hardware Juniper Junos Space Ja1500 Appliance - All All All

Application Juniper Junos Space Virtual Appliance - All All All
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Application Juniper Junos Space Virtual Appliance - All All All
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References

Reference

Juniper Networks - 2013-08 Security Bulletin: Junos Space: Multiple Vulnerabilities - Knowledge Base

Juniper Networks JUNOS Space CVE-2013-5096 Security Bypass Vulnerability

Juniper Junos Space Bugs Let Remote Users Conduct Cross-Site Scripting Attacks and Remote Authenticated Users Modify the Configuration and Obtain Authentication Information - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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