VE-2013-5142
Published on: 09/19/2013 12:00:00 AM UTC
Last Modified on: 08/23/2021 11:28:37 PM UTC

CVE-2013-5142

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACUAUNICICIIVAN Certain versions of Iphone Os from Apple contain the following
’ vulnerability:

The kernel in Apple iOS before 7 does not initialize unspecified kernel
data structures, which allows local users to obtain sensitive information
from kernel stack memory via the (1) msgctl APl or (2) segctl API.

CVE-2013-5142 has been assigned by & product-security@apple.com to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access Authentication
Vector Complexity
Low [ NN

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ (NONE_

CVE References

Description Tags Link

About the security content of iOS 7 & CONFIRM
support.apple.com/kb/HT5934

APPLE-SA-2013-10-22-3 OS X Mavericks v10.9 [] APPLE APPLE-SA-2013-
10-22:3

Apple iOS Multiple Bugs Let Remote Users Execute Arbitrary Code, Deny (0) SECTRACK 1029054

Service, Obtain Information, and Conduct Cross-Site Scripting Attacks and Let
Applications Gain Elevated Privileges - Security Tracker

APPLE-SA-2013-09-18-2i0S 7 [ APPLE APPLE-SA-2013-

09-18-2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

watild he of intarest ta vair No inferances shaiild he drawn an aceonnt of ather <ites heina referenced ar nat fram this nane There mav he nther wehsites that


https://cve.report/
https://cve.report/CVE-2013-5142/mitre
https://cve.report/CVE-2013-5142/nist
https://cve.report/CVE-2013-5142/cve_org
https://cve.report/CVE-2013-5142.pdf
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://support.apple.com/kb/HT5934
http://lists.apple.com/archives/security-announce/2013/Oct/msg00004.html
http://www.securitytracker.com/id/1029054
http://lists.apple.com/archives/security-announce/2013/Sep/msg00006.html

N AT T L ST L A R e T I IS A A AATE S MMM L T A I ST A g f A Iy WSSy e M G S A AN S TreemiLe e

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Iphone Os 1.0.0 All All All
System

Operating Apple Iphone Os 1.0.1 All All All
System

Operating Apple Iphone Os 1.0.2 All All All
System

Operating Apple Iphone Os 1.1.0 All All All
System

Operating Apple Iphone Os 1.1.1 All All All
System

Operating Apple Iphone Os 1.1.2 All All All
System

Operating Apple Iphone Os 1.1.3 All All All
System

Operating Apple Iphone Os 1.1.4 All All All
System

Operating Apple Iphone Os 1.1.5 All All All
System

Operating Apple Iphone Os 2.0 All All All
System

Operating Apple Iphone Os 2.0.0 All All All
System

Operating Apple Iphone Os 2.0.1 All All All
System

Operating Apple Iphone Os 2.0.2 All All All
System

Operating Apple Iphone Os 2.1 All All All
System

Operating Apple Iphone Os 2.1.1 All All All
System

Operating Apple Iphone Os 2.2 All All All
System

Operating Apple Iphone Os 2.2.1 All All All
System

Operating Apple Iphone Os 3.0 All All All
System

Operating Apple Iphone Os 3.0.1 All All All

[ N,
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cpe:2.3:0:apple:iphone_o0s:1.0.0:*: "% *:*:

cpe:2.3:0:apple:iphone_os:1.0.1: "™

cpe:2.3:0:apple:iphone_os:1.0.2:* """

cpe:2.3:0:apple:iphone_os:1.1.0: "™

cpe:2.3:0:apple:iphone_os:1.1.1: "™

cpe:2.3:0:apple:iphone_os:1.1.2: " "™

cpe:2.3:0:apple:iphone_os:1.1.3: """

cpe:2.3:0:apple:iphone_os:1.1.4: """

cpe:2.3:0:apple:iphone_os:1.1.5: """

cpe:2.3:0:apple:iphone_os:2.0:*: """

cpe:2.3:0:apple:iphone_0s:2.0.0:: """

cpe:2.3:0:apple:iphone_0s:2.0.1: """

cpe:2.3:0:apple:iphone_0s:2.0.2:*: " ":*:*:

cpe:2.3:0:apple:iphone_os:2.1

akLk LKLk kLK LK,

cpe:2.3:0:apple:iphone_o0s:2.1.1: 7 %"

cpe:2.3:0:apple:iphone_os:2.2

Ak kKKK LKLk,

cpe:2.3:0:apple:iphone_0s:2.2.1:* """

cpe:2.3:0:apple:iphone_0s:3.0

ARk Lk kKKK,

cpe:2.3:0:apple:iphone_0s:3.0.1: ™
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KKk oKk kLK,

cpe:2.3:0:apple:iphone_o0s:3.1:*:****:*:*:

cpe:2.3:0:apple:iphone_os:3.1.2: "

cpe:2.3:0:apple:iphone_o0s:3.1.3: " """

KKk kKKK,

cpe:2.3:0:apple:iphone_os:3.2:**: "™

cpe:2.3:0:apple:iphone_0s:3.2.1: " """

cpe:2.3:0:apple:iphone_0s:3.2.2:* " """

Kk kKK kK,

cpe:2.3:0:apple:iphone_os:4.0:**:***:*:*:

cpe:2.3:0:apple:iphone_0s:4.0.1: " "

cpe:2.3:0:apple:iphone_0s:4.0.2:* " """

cpe:2.3:0:apple:iphone_os:4.1:*:* " "

cpe:2.3:0:apple:iphone_os:4.2.1: """

cpe:2.3:0:apple:iphone_o0s:4.2.5:* " ***:

cpe:2.3:0:apple:iphone_o0s:4.2.8:*: """

cpe:2.3:0:apple:iphone_0s:4.3.0:: """

cpe:2.3:0:apple:iphone_o0s:4.3.1: """

cpe:2.3:0:apple:iphone_o0s:4.3.2: """

cpe:2.3:0:apple:iphone_0s:4.3.3: """

cpe:2.3:0:apple:iphone_0s:4.3.5:* """

cpe:2.3:0:apple:iphone_o0s:5.0:* """

cpe:2.3:0:apple:iphone_0s:5.0.1: """

cpe:2.3:0:apple:iphone_os:5.1:* """

cpe:2.3:0:apple:iphone_os:5.1.1:* """

cpe:2.3:0:apple:iphone_0s:6.0:":*:*:*:*:":*:

cpe:2.3:0:apple:iphone_0s:6.0.1:*: " ":*:*:

cpe:2.3:0:apple:iphone_0s:6.0.2:*:*:*:*:":*:*:

Ak kLK Kk Lk Lk,

cpe:2.3:0:apple:iphone_o0s:6.1:*:*:*:*:*:*:*:

cpe:2.3:0:apple:iphone_0s:6.1.2:*: " *:*:*:

cpe:2.3:0:apple:iphone_0s:6.1.3:*: " *:*:*:
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cpe:2.3:0:apple:iphone_os:1.0.1: ™

cpe:2.3:0:apple:iphone_os:1.0.2:* " """

cpe:2.3:0:apple:iphone_os:1.1.0: " "

cpe:2.3:0:apple:iphone_os:1.1.1:

cpe:2.3:0:apple:iphone_os:1.1.2: """

cpe:2.3:0:apple:iphone_os:1.1.3: """

cpe:2.3:0:apple:iphone_os:1.1.4: "

cpe:2.3:0:apple:iphone_os:1.1.5: """

KKk kKKK,

cpe:2.3:0:apple:iphone_o0s:2.0:**:***:*:*:

cpe:2.3:0:apple:iphone_0s:2.0.0:* " "% *:*:

cpe:2.3:0:apple:iphone_o0s:2.0. 1 "%

cpe:2.3:0:apple:iphone_o0s:2.0.2:* " *:**:

cpe:2.3:0:apple:iphone_os:2.1:: " *:*:

cpe:2.3:0:apple:iphone_os:2.1.1: """

cpe:2.3:0:apple:iphone_os:2.2:*: " :*:*:

cpe:2.3:0:apple:iphone_os:2.2.1: """

cpe:2.3:0:apple:iphone_os:3.0:*: " ":*:

cpe:2.3:0:apple:iphone_0s:3.0.1: """

cpe:2.3:0:apple:iphone_os:3.1:* """

cpe:2.3:0:apple:iphone_os:3.1.2:*: """

cpe:2.3:0:apple:iphone_o0s:3.1.3: ™" ™"

akLk kLK Lk LKLk,

cpe:2.3:0:apple:iphone_o0s:3.2:":* " *:*:

cpe:2.3:0:apple:iphone_0s:3.2.1:* """

cpe:2.3:0:apple:iphone_0s:3.2.2:*: " ":*:*:

cpe:2.3:0:apple:iphone_o0s:4.0:":*:***:":*:

cpe:2.3:0:apple:iphone_o0s:4.0.1:* %"

cpe:2.3:0:apple:iphone_0s:4.0.2:*: " " *:*:

cpe:2.3:0:apple:iphone_os:4.1: """



cpe:2.3:0:apple:iphone_o0s:4.2.1:****: %
cpe:2.3:0:apple:iphone_0s:4.2.5:* %% :**:*:
cpe:2.3:0:apple:iphone_o0s:4.2.8:: "
cpe:2.3:0:apple:iphone_o0s:4.3.0: 0"
cpe:2.3:0:apple:iphone_os:4.3.1: ™
cpe:2.3:0:apple:iphone_o0s:4.3.2:*: "
cpe:2.3:0:apple:iphone_o0s:4.3.3: "
cpe:2.3:0:apple:iphone_o0s:4.3.5: "
cpe:2.3:0:apple:iphone_o0s:5.0:* " "1™

cpe:2.3:0:apple:iphone_0s:5.0.1: "%
cpe:2.3:0:apple:iphone_os:5.1:* " "%

cpe:2.3:0:apple:iphone_os:5.1.1: """
cpe:2.3:0:apple:iphone_0s:6.0:*:*:*:*:*:":*:

cpe:2.3:0:apple:iphone_0s:6.0.1:*:*:**:*:*:*:
cpe:2.3:0:apple:iphone_0s:6.0.2::*:**:":*:*:
cpe:2.3:0:apple:iphone_o0s:6.1:":*:* " ":*:

cpe:2.3:0:apple:iphone_0s:6.1.2::*: " ":*:*:

cpe:2.3:0:apple:iphone_0s:6.1.3:*: " ":*:

No vendor comments have been submitted for this CVE
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