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Summary

CVE CVE-2013-5319

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-08-20 14:55:00 UTC

Updated 2013-08-21 14:05:00 UTC

Description Cross-site scripting (XSS) vulnerability in secure/admin/user/views/deleteuserconfirm.jsp in the Admin Panel in Atlassian JIRA before 6.0.5 allows remote attackers to inject arbitrary web script or HTML via the name parameter to secure/admin/user/DeleteUser!default.jspa.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Jira 6.0 All All All

Application Atlassian Jira 6.0.1 All All All

Application Atlassian Jira 6.0.2 All All All

Application Atlassian Jira 6.0.3 All All All

Application Atlassian Jira 6.0 All All All

Application Atlassian Jira 6.0.1 All All All

Application Atlassian Jira 6.0.2 All All All

Application Atlassian Jira 6.0.3 All All All

Application Atlassian Jira All All All All

References

Reference Source Link Tags

Atlassian JIRA 6.0.3 Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com Exploit

Error - Create and track feature requests for Atlassian products. CONFIRM jira.atlassian.com

About Secunia Research | Flexera SECUNIA secunia.com Vendor Advisory

jira.atlassian.com/i CONFIRM jira.atlassian.com

Release Notes - Create and track feature requests for Atlassian products. CONFIRM jira.atlassian.com
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Atlassian JIRA 6.0.3 Cross Site Scripting - CXSecurity.com MISC cxsecurity.com Exploit

Atlassian JIRA 'name' Parameter Cross Site Scripting Vulnerabiliy BID www.securityfocus.com

Zero Science Lab » Atlassian JIRA v6.0.3 Arbitrary HTML/Script Execution Vulnerability MISC www.zeroscience.mk

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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