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Summary

CVE CVE-2013-5350

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-24 15:08:00 UTC

Updated 2014-01-24 22:00:00 UTC

Description The "Remember me" feature in the opSecurityUser::getRememberLoginCookie function in lib/user/opSecurityUser.class.php in OpenPNE 3.6.13 before 3.6.13.1 and 3.8.9 before 3.8.9.1 does not properly validate login data in HTTP Cookie headers, which allows remote attackers to conduct PHP object injection attacks, and execute arbitrary PHP code, via a crafted serialized object.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tejimaya Openpne 3.6.13 All All All

Application Tejimaya Openpne 3.8.9 All All All

Application Tejimaya Openpne 3.6.13 All All All

Application Tejimaya Openpne 3.8.9 All All All

References

Reference

【緊急リリース】OpenPNE 3.6.13, 3.8.9 以下の「次回から自動ログイン」機能に存在する PHP Object Injection 脆弱性対応のお知らせ (OPSA-2014-001)｜OpenPNE

About Secunia Research | Flexera

JVN#69986880: OpenPNE vulnerable to PHP Object Injection

JVNDB-2014-000009

Security Advisory SA54043 - OpenPNE PHP Object Injection Vulnerability - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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