
CVE-2013-5385
Published on: 01/02/2014 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:28:36 PM UTC

CVE-2013-5385

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of I from Ibm contain the following vulnerability:

The OSPF implementation in IBM i 6.1 and 7.1, in z/OS on zSeries
servers, and in Networking Operating System (aka NOS, formerly
BLADE Operating System) does not properly validate Link State
Advertisement (LSA) type 1 packets before performing operations on
the LSA database, which allows remote attackers to cause a denial of
service (routing disruption) or obtain sensitive packet information via a

crafted LSA packet, a related issue to CVE-2013-0149.

CVSS2 Score: 8.5 - HIGH
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CVE References

Description Tags Link

IBM Corporation Information for VU#229804 www.kb.cert.org

text/html

 CONFIRM
www.kb.cert.org/vuls/id/BLUU-
985QTG

Vulnerability Note VU#229804 - Open Shortest Path First (OSPF) Protocol
does not specify unique LSA lookup identifers

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#229804

IBM Security Bulletin: Vulnerability in OSPFv2 Routing Protocol Used in IBM
System Networking Ethernet Switches (CVE-2013-5385) - United States

www-01.ibm.com

text/html

 CONFIRM www-
01.ibm.com/support/docview.wss?
uid=isg3T1019716

IBM Security Bulletin: Vulnerability in OSPFv2 Routing Protocol Used in IBM
i Operating System (CVE-2013-0149 and CVE-2013-5385) - United States

Vendor Advisory

www-01.ibm.com

 CONFIRM www-
01.ibm.com/support/docview.wss?

CVE-2013-5385 has been assigned by  psirt@us.ibm.com to track the vulnerability
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http://cve.report/software/ibm/i
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.kb.cert.org/vuls/id/BLUU-985QTG
http://www.kb.cert.org/vuls/id/229804
http://www-01.ibm.com/support/docview.wss?uid=isg3T1019716
http://www-01.ibm.com/support/docview.wss?uid=nas8N1010309


← Previous ID Next ID→

i Operating System (CVE-2013-0149 and CVE-2013-5385) - United States www-01.ibm.com

text/html

01.ibm.com/support/docview.wss?
uid=nas8N1010309

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Ibm I 6.1 All All All

Operating
System

Ibm I 7.1 All All All

Operating
System

Ibm I 6.1 All All All

Operating
System

Ibm I 7.1 All All All

Operating
System

Ibm Z/os All All All All

Operating
System

Ibm Z/os All All All All

Operating
System

Ibm Z/os All All All All

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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