
CVE-2013-5402
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2013-5402

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-18 16:04:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description Cross-site scripting (XSS) vulnerability in IBM Maximo Asset Management, Maximo Asset Management Essentials, Maximo for Government, Maximo for Nuclear Power, Maximo for Transportation, Maximo for Life Sciences, Maximo for Oil and Gas, and Maximo for Utilities 7.1.x through 7.1.1.12, 7.1.2, 7.5 before 7.5.0.3 IFIX014, and 7.5.0.5 before IFIX003; SmartCloud Control Desk (SCCD) 7.5 before 7.5.0.3 IFIX014 and 7.5.0.5 before IFIX003; and Tivoli Asset Management for IT, Tivoli Service Request Manager, Maximo Service Desk, and Change and Configuration Management Database (CCMDB) 7.1.x through 7.1.1.12, 7.1.2, and 7.2.x through 7.2.1 allows remote authenticated users to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Change And Configuration Management Database 7.1.1.12 All All All

Application Ibm Change And Configuration Management Database 7.1.2 All All All

Application Ibm Change And Configuration Management Database 7.2 All All All

Application Ibm Change And Configuration Management Database 7.2.0.1 All All All

Application Ibm Change And Configuration Management Database 7.1.1.12 All All All

Application Ibm Change And Configuration Management Database 7.1.2 All All All

Application Ibm Change And Configuration Management Database 7.2 All All All

Application Ibm Change And Configuration Management Database 7.2.0.1 All All All

Application Ibm Maximo Asset Management 7.1 All All All

Application Ibm Maximo Asset Management 7.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.10 All All All

Application Ibm Maximo Asset Management 7.1.1.11 All All All

Application Ibm Maximo Asset Management 7.1.1.12 All All All

Application Ibm Maximo Asset Management 7.1.1.2 All All All

Application Ibm Maximo Asset Management 7.1.1.5 All All All

Application Ibm Maximo Asset Management 7.1.1.6 All All All
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Application Ibm Maximo Asset Management 7.1.1.6 All All All

Application Ibm Maximo Asset Management 7.1.1.7 All All All

Application Ibm Maximo Asset Management 7.1.1.8 All All All

Application Ibm Maximo Asset Management 7.1.1.9 All All All

Application Ibm Maximo Asset Management 7.1.2 All All All

Application Ibm Maximo Asset Management 7.5.0.0 All All All

Application Ibm Maximo Asset Management 7.5.0.1 All All All

Application Ibm Maximo Asset Management 7.5.0.2 All All All

Application Ibm Maximo Asset Management 7.5.0.3 All All All

Application Ibm Maximo Asset Management 7.5.0.5 All All All

Application Ibm Maximo Asset Management 7.1 All All All

Application Ibm Maximo Asset Management 7.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.1 All All All

Application Ibm Maximo Asset Management 7.1.1.10 All All All

Application Ibm Maximo Asset Management 7.1.1.11 All All All

Application Ibm Maximo Asset Management 7.1.1.12 All All All

Application Ibm Maximo Asset Management 7.1.1.2 All All All

Application Ibm Maximo Asset Management 7.1.1.5 All All All

Application Ibm Maximo Asset Management 7.1.1.6 All All All

Application Ibm Maximo Asset Management 7.1.1.7 All All All

Application Ibm Maximo Asset Management 7.1.1.8 All All All

Application Ibm Maximo Asset Management 7.1.1.9 All All All

Application Ibm Maximo Asset Management 7.1.2 All All All

Application Ibm Maximo Asset Management 7.5.0.0 All All All

Application Ibm Maximo Asset Management 7.5.0.1 All All All

Application Ibm Maximo Asset Management 7.5.0.2 All All All

Application Ibm Maximo Asset Management 7.5.0.3 All All All

Application Ibm Maximo Asset Management 7.5.0.5 All All All

Application Ibm Maximo Asset Management Essentials 7.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.0 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.2 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.3 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.4 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.5 All All All

Application Ibm Maximo Asset Management Essentials 7.1 All All All
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Application Ibm Maximo Asset Management Essentials 7.5.0.0 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.1 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.2 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.3 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.4 All All All

Application Ibm Maximo Asset Management Essentials 7.5.0.5 All All All

Application Ibm Maximo For Government 7.1 All All All

Application Ibm Maximo For Government 7.5.0.0 All All All

Application Ibm Maximo For Government 7.5.0.1 All All All

Application Ibm Maximo For Government 7.5.0.2 All All All

Application Ibm Maximo For Government 7.5.0.3 All All All

Application Ibm Maximo For Government 7.5.0.4 All All All

Application Ibm Maximo For Government 7.5.0.5 All All All

Application Ibm Maximo For Government 7.1 All All All

Application Ibm Maximo For Government 7.5.0.0 All All All

Application Ibm Maximo For Government 7.5.0.1 All All All

Application Ibm Maximo For Government 7.5.0.2 All All All

Application Ibm Maximo For Government 7.5.0.3 All All All

Application Ibm Maximo For Government 7.5.0.4 All All All

Application Ibm Maximo For Government 7.5.0.5 All All All

Application Ibm Maximo For Life Sciences 7.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.0 All All All

Application Ibm Maximo For Life Sciences 7.5.0.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.2 All All All

Application Ibm Maximo For Life Sciences 7.5.0.3 All All All

Application Ibm Maximo For Life Sciences 7.5.0.4 All All All

Application Ibm Maximo For Life Sciences 7.5.0.5 All All All

Application Ibm Maximo For Life Sciences 7.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.0 All All All

Application Ibm Maximo For Life Sciences 7.5.0.1 All All All

Application Ibm Maximo For Life Sciences 7.5.0.2 All All All

Application Ibm Maximo For Life Sciences 7.5.0.3 All All All

Application Ibm Maximo For Life Sciences 7.5.0.4 All All All

Application Ibm Maximo For Life Sciences 7.5.0.5 All All All

Application Ibm Maximo For Nuclear Power 7.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.0 All All All
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Application Ibm Maximo For Nuclear Power 7.5.0.0 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.2 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.3 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.4 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.5 All All All

Application Ibm Maximo For Nuclear Power 7.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.0 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.1 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.2 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.3 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.4 All All All

Application Ibm Maximo For Nuclear Power 7.5.0.5 All All All

Application Ibm Maximo For Oil And Gas 7.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.0 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.2 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.3 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.4 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.5 All All All

Application Ibm Maximo For Oil And Gas 7.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.0 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.1 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.2 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.3 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.4 All All All

Application Ibm Maximo For Oil And Gas 7.5.0.5 All All All

Application Ibm Maximo For Transportation 7.1 All All All

Application Ibm Maximo For Transportation 7.5.0.0 All All All

Application Ibm Maximo For Transportation 7.5.0.1 All All All

Application Ibm Maximo For Transportation 7.5.0.2 All All All

Application Ibm Maximo For Transportation 7.5.0.3 All All All

Application Ibm Maximo For Transportation 7.5.0.4 All All All

Application Ibm Maximo For Transportation 7.5.0.5 All All All

Application Ibm Maximo For Transportation 7.1 All All All

Application Ibm Maximo For Transportation 7.5.0.0 All All All
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Application Ibm Maximo For Transportation 7.5.0.1 All All All

Application Ibm Maximo For Transportation 7.5.0.2 All All All

Application Ibm Maximo For Transportation 7.5.0.3 All All All

Application Ibm Maximo For Transportation 7.5.0.4 All All All

Application Ibm Maximo For Transportation 7.5.0.5 All All All

Application Ibm Maximo For Utilities 7.1 All All All

Application Ibm Maximo For Utilities 7.5.0.0 All All All

Application Ibm Maximo For Utilities 7.5.0.1 All All All

Application Ibm Maximo For Utilities 7.5.0.2 All All All

Application Ibm Maximo For Utilities 7.5.0.3 All All All

Application Ibm Maximo For Utilities 7.5.0.4 All All All

Application Ibm Maximo For Utilities 7.5.0.5 All All All

Application Ibm Maximo For Utilities 7.1 All All All

Application Ibm Maximo For Utilities 7.5.0.0 All All All

Application Ibm Maximo For Utilities 7.5.0.1 All All All

Application Ibm Maximo For Utilities 7.5.0.2 All All All

Application Ibm Maximo For Utilities 7.5.0.3 All All All

Application Ibm Maximo For Utilities 7.5.0.4 All All All

Application Ibm Maximo For Utilities 7.5.0.5 All All All

Application Ibm Smartcloud Control Desk 7.5.0.0 All All All

Application Ibm Smartcloud Control Desk 7.5.0.1 All All All

Application Ibm Smartcloud Control Desk 7.5.0.2 All All All

Application Ibm Smartcloud Control Desk 7.5.0.3 All All All

Application Ibm Smartcloud Control Desk 7.5.0.5 All All All

Application Ibm Smartcloud Control Desk 7.5.0.0 All All All

Application Ibm Smartcloud Control Desk 7.5.0.1 All All All

Application Ibm Smartcloud Control Desk 7.5.0.2 All All All

Application Ibm Smartcloud Control Desk 7.5.0.3 All All All

Application Ibm Smartcloud Control Desk 7.5.0.5 All All All

Application Ibm Tivoli Asset Management For It 7.1.1.12 All All All

Application Ibm Tivoli Asset Management For It 7.1.2 All All All

Application Ibm Tivoli Asset Management For It 7.2 All All All

Application Ibm Tivoli Asset Management For It 7.2.0.1 All All All

Application Ibm Tivoli Asset Management For It 7.1.1.12 All All All

Application Ibm Tivoli Asset Management For It 7.1.2 All All All
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