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Summary

CVE CVE-2013-5467

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-08-29 09:55:00 UTC

Updated 2017-08-29 01:33:00 UTC

Description Monitoring Agent for UNIX Logs 6.2.0 through FP03, 6.2.1 through FP04, 6.2.2 through FP09, and 6.2.3 through FP04 and Monitoring Server (ms) and Shared Libraries (ax) 6.2.0 through FP03, 6.2.1 through FP04, 6.2.2 through FP08, 6.2.3 through FP01, and 6.3.0 through FP01 in IBM Tivoli Monitoring (ITM) on UNIX allow local users to gain privileges via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Monitoring Agent For Unix Logs 6.2.0 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.1 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.2 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.3 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.0 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.1 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.2 All All All

Application Ibm Monitoring Agent For Unix Logs 6.2.3 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.0 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.1 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.2 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.3 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.3.0 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.0 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.1 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.2 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.3 All All All
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Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.3 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.3.0 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.0 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.1 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.2 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.2.3 All All All

Application Ibm Monitoring Server Ms And Shared Libraries Ax 6.3.0 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source

Security Bulletin: Vulnerabilities in IBM Tivoli Monitoring agent and shared library with potential for privilege escalation (CVE-2013-5467) CONFIRM

IBM X-Force Exchange XF

IBM Tivoli Monitoring Agent CVE-2013-5467 Unspecified Local Privilege Escalation Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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