VE-2013-547
Published on: 09/27/2013 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:35 PM UTC

CVE-2013-5475

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV NACLAUNCNINAC Certain versions of los from Cisco contain the following vulnerability:

(1

CVE-2013-5475 has been assigned by ;! psirt@cisco.com to track the vulnerability

Cisco 10S 12.2 through 12.4 and 15.0 through 15.3, and I0S XE 2.1
through 3.9, allows remote attackers to cause a denial of service
(device reload) via crafted DHCP packets that are processed locally by
a (1) server or (2) relay agent, aka Bug ID CSCug31561.

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |

CVE References

Description Tags Link

Cisco Security Advisory: Cisco |IOS Software DHCP Denial of (@) CISCO 20130925 Cisco IOS Software DHCP Denial
Service Vulnerability of Service Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)


https://cve.report/
https://cve.report/CVE-2013-5475/mitre
https://cve.report/CVE-2013-5475/nist
https://cve.report/CVE-2013-5475/cve_org
https://cve.report/CVE-2013-5475.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130925-dhcp
mailto:%20comment@cve.report
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cpe:2.3:0:cisco:ios:12.2: """
cpe:2.3:0:Cisco:ios:12.3: "™
cpe:2.3:0:Cisco:ios:12.4: """
cpe:2.3:0:Cisco:ios:15.0: " "
cpe:2.3:0:cisco:ios:15.1: ™
cpe:2.3:0:cisco:ios:15.2: % "
cpe:2.3:0:Cisco:ios:15.3: "™
cpe:2.3:0:Cisco:ios:12.2:% """
cpe:2.3:0:Cisco:ios:12.3: "
cpe:2.3:0:Cisco:ios:12.4: *** "
cpe:2.3:0:Cisco:ios:15.0: "
cpe:2.3:0:cisco:ios:15. 1 %
cpe:2.3:0:cisco:ios:15.2: % %
cpe:2.3:0:Cisco:ios:15.3: %
cpe:2.3:0:cisco:ios_xe:2.1.0:
cpe:2.3:0:cisco:ios_xe:2.1.1: 7
cpe:2.3:0:cisco:ios_xe:2.1.2:%:
cpe:2.3:0:Cisco:ios_xe:2.2.1:
cpe:2.3:0:CisCo:ios_xe:2.2.2: " ™
cpe:2.3:0:CisCo:ios_xe:2.2.3: " * ™
cpe:2.3:0:cisco:ios_xe:2.3.0: "
cpe:2.3:0:Cisco:ios_xe:2.3.1:
cpe:2.3:0:Cisco:ios_xe:2.3. 1t i
cpe:2.3:0:Cisco:ios_xe:2.3.2: " *
cpe:2.3:0:cisco:ios_xe:2.4.0: "
cpe:2.3:0:Cisco:ios_xe:2.4. 1" ** e
cpe:2.3:0:Cisco:ios_xe:2.4.2:%:
cpe:2.3:0:Cisco:ios_xe:2.4.3:%: 7

AmAN) DiAacAlAaAAiAA A N A Ackokokokokok ok,
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cpe:2.3:0:Cisco:ios_xe:2.5.0: "

cpe:2.3:0:Cisco:ios_xe:2.5.1: "

cpe:2.3:0:Cisco:ios_xe:2.5.2: "

cpe:2.3:0:Cisco:ios_xe:2.6.0: "

cpe:2.3:0:Cisco:ios_xe:2.6.1: "

cpe:2.3:0:Cisco:ios_xe:2.6.2:%: "

dkakakakakakak.

cpe:2.3:0:cisco:ios_xe:3.1.0s:*: "

I I

cpe:2.3:0:cisco:ios_xe:3.1.1s: ™

ARk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.1.1sg: "

dkukakkkakak.

cpe:2.3:0:cisco:ios_xe:3.1.2s: "

dkkakk Lk akak.

cpe:2.3:0:cisco:ios_xe:3.1.4s: "

cpe:2.3:0:cisco:ios_xe:3.2.00.x0.15.0(2)xo

cpe:2.3:0:cisco:ios_xe:3.2.00.x0.15.0\(2\)x

sk Lk ak ok akakak.

cpe:2.3:0:cisco:ios_xe:3.2.0s:*:

AKLakak ok akak ok,

cpe:2.3:0:cisco:ios_xe:3.2.0sg:

aKakak ok akuk k.

cpe:2.3:0:cisco:ios_xe:3.2.0xo:*

ARk ak kKR k.

cpe:2.3:0:Cisco:ios_xe:3.2.1sg:

Skukakakakakak.

cpe:2.3:0:Cisco:ios_xe:3.2.2s: s

Kk koK Rk k.

cpe:2.3:0:Cisco:ios_xe:3.2.3sg:

Kk koK kR k.

cpe:2.3:0:Cisco:ios_xe:3.2.4sg:

Sk ok ak kR akak.

cpe:2.3:0:cisco:ios_xe:3.3.0s:

dkak Lk akakakuk.

KLk kKKK Lk,

oI



cpe:2.3:0:cisco:ios_xe:3.3.2s: "

dkukakakakakak.

cpe:2.3:0:Cisco:ios_xe:3.4.2s:* "

dkukakukakakak.

cpe:2.3:0:Cisco:ios_xe:3.4.3s: 7

dkukakakakakak.

cpe:2.3:0:Cisco:ios_xe:3.4.4s: 7"k

L I

cpe:2.3:0:Cisco:ios_xe:3.4.58:* "

dkukakukkakak.

cpe:2.3:0:Cisco:ios_xe:3.4.xs:

dkkakukakakak.

cpe:2.3:0:cisco:ios_xe:3.5.0s:*: "

dkukakkakakak.

cpe:2.3:0:cisco:ios_xe:3.5.1s: "

dkkakk Lk akak.

cpe:2.3:0:Cisco:ios_xe:3.5.xs:

Sk Lk akkkakak.

cpe:2.3:0:cisco:ios_xe:3.6.0s:*:

dkkakakakakak.

cpe:2.3:0:cisco:ios_xe:3.6.1s:*:

Skk Lk k Lk akak.

cpe:2.3:0:Cisco:ios_xe:3.6.2s:*:

dkuk ok k Lk akak.

cpe:2.3:0:cisco:ios_xe:3.7.0s:
cpe:2.3:0:cisco:ios_xe:3.7.1s:
cpe:2.3:0:cisco:ios_xe:2.1.0: " ™
cpe:2.3:0:cisco:ios_xe:2.1. 1
cpe:2.3:0:cisco:ios_xe:2.1.2:
cpe:2.3:0:CisCo:ios_xe:2.2.1 " "™
cpe:2.3:0:CisCo:ios_xe:2.2.2:" * * " ™
cpe:2.3:0:CisCo:ios_xe:2.2.3: " " "
cpe:2.3:0:cisco:ios_xe:2.3.0: "

cpe:2.3:0:cisco:ios_xe:2.3.1: "



cpe:2.3:0:Cisco:ios_xe:2.3.2: "

cpe:2.3:0:Cisco:ios_xe:2.4.0:%:

cpe:2.3:0:cisco:ios_xe:2.4.1: "

cpe:2.3:0:Cisco:ios_xe:2.4.2:%:

cpe:2.3:0:Cisco:ios_xe:2.4.3: "

cpe:2.3:0:Cisco:ios_xe:2.4.4: "

cpe:2.3:0:cisco:ios_xe:2.5.0: "

cpe:2.3:0:cisco:ios_xe:2.5.1: "

cpe:2.3:0:Cisco:ios_xe:2.5.2: "

cpe:2.3:0:Cisco:ios_xe:2.6.0: "

cpe:2.3:0:Cisco:ios_xe:2.6.1: "

cpe:2.3:0:Cisco:ios_xe:2.6.2:%: "

dkkakkakakak.

cpe:2.3:0:cisco:ios_xe:3.1.0s:*: "

akakk kKR ok,

cpe:2.3:0:cisco:ios_xe:3.1.0sg:* 7 "

dkukakukkakak.

cpe:2.3:0:cisco:ios_xe:3.1.1s: "

Akakk kK kK,

cpe:2.3:0:cisco:ios_xe:3.1.1sg: 7 "

Sk Lk ak Lk akakak.

cpe:2.3:0:cisco:ios_xe:3.1.2s:*:

dkukakkkakak.

cpe:2.3:0:cisco:ios_xe:3.1.4s: s

Kk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.2.00.x0.15.0\(2\)xo:*:*****:*:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:ios_xe:3.2.0s:

ARk ak kR kK,

cpe:2.3:0:Cisco:ios_xe:3.2.0sg:

ARk ak kR kK,

cpe:2.3:0:cisco:ios_xe:3.2.0xo:* **xk*:

SRk ok ak ok akak.

cpe:2.3:0:cisco:ios_xe:3.2.1s: s

Sk ok ak ok akakak.

cpe:2.3:0:Cisco:ios_xe:3.2.2s: i

Kk koK kR k.

cpe:2.3:0:Cisco:ios_xe:3.2.2sg: * "t



dkakakakakakak.

cpe:2.3:0:cisco:ios_xe:3.3.3s: "

AkLk LKk k Kk,

cpe:2.3:0:cisco:ios_xe:3.4.0as:™: """

dkukakakakakak.

cpe:2.3:0:cisco:ios_xe:3.4.0s:*: "

Skukakukkakak.

cpe:2.3:0:Cisco:ios_xe:3.4.1s:

dkukakukakakak.

cpe:2.3:0:Cisco:ios_xe:3.4.3s:*: "

Skkakkakakak.

cpe:2.3:0:Cisco:ios_xe:3.4.4s:*

dkkakukkakak.

cpe:2.3:0:Cisco:ios_xe:3.4.5s: %

dkkakkkakak.

cpe:2.3:0:Cisco:ios_xe:3.4.xs:***x

sk Lk akkkakak.

cpe:2.3:0:cisco:ios_xe:3.5.0s:*:

dkuk Lk kkakak.

cpe:2.3:0:Cisco:ios_xe:3.5.2s: %

Sk Lk k Lk akakak.

cpe:2.3:0:Cisco:ios_xe:3.5.xs:

Sk Lk k Lk akakak.

cpe:2.3:0:cisco:ios_xe:3.6.0s: s

Sk Lk k kR akak.

cpe:2.3:0:cisco:ios_xe:3.6.1s: s

Sk Lk ak kR akak,

cpe:2.3:0:cisco:ios_xe:3.6.2s:

Sk Kk kR ok ak.

cpe:2.3:0:cisco:ios_xe:3.7.1s: s

No vendor comments have been submitted for this CVE
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