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Summary

CVE CVE-2013-5493

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-09-13 14:10:00 UTC

Updated 2013-10-22 18:54:00 UTC

Description The diagnostic module in the firmware on Cisco Virtualization Experience Client 6000 devices allows local users to bypass intended access restrictions and execute arbitrary commands via unspecified vectors, aka Bug ID CSCug68407.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Virtualization Experience Client 6000 - All All All

Hardware Cisco Virtualization Experience Client 6000 - All All All

Operating System Cisco Virtualization Experience Client 6000 Series Firmware - All All All

Operating System Cisco Virtualization Experience Client 6000 Series Firmware - All All All

References

Reference

Alert Details - Security Center - Cisco Systems

Cisco Virtualization Experience Client Input Validation Flaw in Diagnostic Module Lets Local Users Gain Elevated Privileges - SecurityTracker

Cisco Security Notice: Cisco Virtualization Experience Client Series 6000 Local Arbitrary Command Execution Vulnerability

97239

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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