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CVE-2013-5556

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AV-LUAC:LAUSIC:CACIAT Certain versions of Nexus 1000v from Cisco contain the foIIowing
’ vulnerability:

The license-installation module on the Cisco Nexus 1000V switch
4.2(1)SV1(5.2b) and earlier for VMware vSphere, Cisco Nexus 1000V
switch 5.2(1)SM1(5.1) for Microsoft Hyper-V, and Cisco Virtual Security
Gateway 4.2(1)VSG1(1) for Nexus 1000V switches allows local users
to gain privileges and execute arbitrary commands via crafted "install
all iso" arguments, aka Bug ID CSCui21340.

CVE-2013-5556 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

Low
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link
Alert Details - Security Center - Cisco Systems 2) CONFIRM

tools.cisco.com/security/center/viewAlert.x?
alertld=31774

Cisco Security Notice: Cisco Nexus 1000V Arbitrary ) CISCO 20131114 Cisco Nexus 1000V Arbitrary
Command Execution Vulnerability Command Execution Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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No vendor comments have been submitted for this CVE
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